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1)1 OOl AOAOEI |

The purpose of thisectionisto introduce the reader tahe Aruba Networks Government Solutions
Guide, highlight changes from the previous edition of the Guide and provide an overview of the wide
variety of the mobile networking infrastructure solutions that Aruba Networks can offer to the
Government customer.

1.1 Note to the Reader

The Aruba Networks Government Solutions Guidd2 A RSa |y 2SN X&s 2 F | NHzo |
characteristicanddescribedlifferent use cases supported bynetwork powered by Aruba. It is

focused on the network environment, needs and requients of government organizations. This
documentmaybe read eneto-end, butthe readerwill likely findit more beneficial to scathe table of

contents and read the sections of the document that deemedmost relevant. This document does

not commuricate product specs like a datasheetr will it describe endiser cae studies. Existing
documentsreadilyavailable from Aruba already provide such information. Rather, this docuiment

designed to bea reference guideyringingtogether the relevanbrganizational, mission, application and

technical information in one place to provide government network architestsadministrators an

answer to the questio ¢ K logs Auba do well and how can #y best serve our organizatiof?

1.2 2 KI i Q& Marcd 8aL1 Edition

The March 2011 release of the Aruba Networks Government Solutions {&aiddes the following
additions and updates:

A Enhancemenof existing figures and introduction of new diagrams.

A Addition of a Secure Remote Access use case for classifféid @ncompassing implementation
of the Aruba solution with Typ& HAIPE devices.

A lLIRIGSa (2 GKS ¢SOKy2t238 wSTFSNBYOS aSOGA2Yy Ay
validations and certifications, as well as a listing of the major features for thierelease of

Aruba OS, version 6.1.

1.3 Aruba Networks Government Solutions

Aruba Networks is leadingsecurewireless LANWLANsolutionscompanyservingboth the

O2YYSNDAIE YR I2FSNYYSyd YIN)] SGaod ,reliabibizand Qa & 2t dzi
high-performance wireless LAN requirements in mind resulting in a unique product architecture that

allows customers to build better, more secure, less expensive to operate networks than competitive

offerings.

In actuality, however, Arubprovides nuch more than WLAN solutiomgncludingremote access (which
typically replace legacy VPN and-§8&Nproductg andbranchoffice solutions. Thus, Aruligmore of
a generalpurposemobile networking infrastructure company, offerirdjstributed networkingsolutions
for many locatiorcentric or applicatiorcentric networking requirements.
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Aruba Networks is thenly Enterprise WLAN solution vendor thadisdicatedto helpinggovernment

agencies and organizatiobsild bestof-breed, highly secured, mokili @ 2NASYGSR ySiGé2NJ a
solution differentiators are found within three key core competencies for robust WLAN

implementations:

1. Wireless and MobilitycAruba ensures optimal WLAN device and application performance
through the development and deplayent of highly tuned R and mobility control systems.

2. Fully Integrated Securitg Aruba understood fronthe beginninghat centralized, endo-end
encryption, rolebased access control and a stateful ubasedfirewall were required as
integral componentso the WLAN solution, thereby solving the dilemma betweeamless
mobility and security.

3. Unified Solutions and Futur@roofed Architecturec With an Aruba mobility solution,
organizations are natestricted tospecific products fodifferent deployment ases. Aruba
Networks(solutionscan be usedisultaneously for WLAN accessesi,remote access and
videosurveillance. Aruba provides unified management of the entire WLAN architecture
through our Mobility Controllers and our awawinning multivendorEnterprise wireless
management solution called Airwave. And, Aruba has a puspoitesystems architecture that
deliversthe horsepowemeededfor the mobility application®f today and tomorrow.

Aruba Networks, through our integration partners, has dgpld hundreds of AT@alidated and

operating Enterprise WLAN solutions within the DoD, each operating hundreds to thousands of access
points. Aruba is recognized as the only authorized Enterprise WLAN sqiudidderwithin the US Air
Force, and is onlgne of two approved Enterprise WLAN vendors within the US Army and DoD Military
Health System.

ThisGuideis comprised ofhe following sections:
A Componenty h @SNIBASgE 2 Fand doligdreomponendiNE R dzO (i
A Architecturey 9ELJ I yI (A @erchiteEturéanibendfit® & dzy A |j

A Locations and TopologieBepiction ofthe different types of physical deploymescenarios
appropriate foran Arubabased networkincluding physical and logical topological diagrams

A Use Cases and Solutior®@utline ofusecasegypically found in the federal government sphere
and discussion of Aruba solutians

A Technology Referenc&immary list of Aruba standards, certifications and government
validationsas well as major features and validations of ArubaOS software ralease
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Section 2

~
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2 I Ndzol bSGg2N]aQ {SOdzZNE bSdég2NJ ! N

¢tKAA aSOGA2y O2yiGlAya | ONAST RSAONRLIIAZY 2F (KS
concept of operations. The baglements are the Aruba Mobility Controller (which runs ArubaOS),
optional ArubaOS Software Modules, Aruba Access Points and AirwWave Management System.

2.1 Mobility Controller

TheAruba Mobility Controlleserves as the centralized control point for all netlwand user activity

and is designed to address a wide range of wireless and wired network mobility, security and remote
access requirements for networks of any size. Unlike atbkirtions, ArubaVLAN systems angurpose
built andcompletely selicontaned, and do not require ancillary security appliances or cryptology
overlays. Running the ArubaOS operating systahility Controllers support a library of base features
andfunctionality as well asptional software modules includinddaptive Radio M@agement, network
access control, poliegnforcement petruser firewall, FIPS 14Dvalidated 802.11i and xSec crypto
termination, andwireless intrusion detectior for which competing suppliers require dedicated
appliances.

Mobility Controllers feaire
programmable network processors
and encryption engines that are
optimized for802.11a/b/g/n data, ; . 5 A \
voice, and video networkgroviding Lo ‘ '\'ﬁF-"’“?-“"'" e s .

5 — :

high throughput massivescalability, "tf.f?""""i-":" F
andadvancedsecuity. Controllers -
are typically installed in a secure data

center near the application, servers
and voice systems, or in the core
network of a building. Controllers are compactly packaged, offer a rarfygle@vailabilityoptions,
and feature very low energy consumption to reduce ongoing operating expensesvaxd Idading. For
scalability and redundancy, Controllers can be logically connected together in a hierarbtore
information on the Aruba Moitity Controllers can be found the Productssecion of theAruba
website

Figurel
Aruba Networks Mobility Controllers

Key characteristics of the Aruba Mobility Controller include:
A Scalability from 200mb/s to 16Gb/s of AESMP256 encrypted packehroughput.
A Models available for deployment in a Secure Data Center, Network @deanch Ofte.
A Adaptive 802.11a/b/g/"WLANsupport
A Easily deployed as an overlay without any change in the wired network
A

Works in conjunction with ArubaOS and Aruba Access Points for many different WLAN
deployment modes, includingampus,mesh,point-to-point andremote.

FIPSL40-2 Level 2 Validated)nified Capabilities Approved Products List-ARL) certified
Common Criteria EA2+ Validated, EAL Validation pending

A Meets DoD Directive 8100.2 and upcoming DoD Directive 8420 on WLAN solutions

>
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2.2 ArubaOS

Powering the Aruba solution BrubaOS®which serves as the operating system and application engine

for all Aruba Mobility Controllers and access devices. Aruliadiiesa base set of capabilities well
asoptional software modules enabled through Iis®e keydor additional functionality The software
architecture of ArubaOS is designed for scalable performance and is built using three core components:

1. A hardened, multcore optimized, multthreaded supervisory kernel managing administration,
authentcation, logging, and other system operation functions

2. An embedded realime operating system that powers the dedicated packet processing
hardware of the Controller, implementing all routing, switching, and {zfidated firewall
functions

3. A programmald, FIPSUCAPLand Common Criteria validated encryption/decryption engine
odzAt i 2y GKS /2y (iNRBffSNRA& RSRAgtabesé&ity WitholR ¢ || NS
sacrificingperformance
ArubaOs, running on the higierformance Controller hardwar@rovides literally hundreds of features
and capabilities, including:

A Network integration through L2 services (VLAN, RSTP aett L3 services (VRRP, OSPH, etc

A L2 and L3 secure user connectivity and mobility

A Centralized and/or distributetVi-FiandIPsec encryption, xSec Advanced L2 Encryption

A Network access contrplole-based access contrahduserauthentication system integration

A ICSAcertified Policy Enforcement Firewall, identttasedand intergroup / intraVLAN
firewalling

A Adaptive Radio Managnent, providing dynamic wireless RF configuration and optimization

A Fair access policies and useffic management, Quality ofeBvice(QoS)control

A Wireless Intrusion Prevention

A FIPS 14Q2 Level 2/3 validationfCommon Criteridypeaccreditation Unified Capabilities

Approved Product List
More information can be found on the Aruba websitethe ArubaO S$ection.

2.3 Access Points

Aruba’'sAccess Points (APsrve asecureon-ramps to aggregatwireless and wired user traffic to the
enterprise network, transporting this traffic between users and the centralized Mobility Controller.
Aruba has @omprehensivgroduct line for many different deployment environments that might
require support for:

A Single and Dual Radio 802.11a/b/g/n

A Wireless and Wired Networks
A IndoorandOutdoorUsage
A

Telecommuter Deployments
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A Harsh Environment lhdustrial Applications

A Mesh and Wireless Bridging Deployments

In addition to providing WLAN and wired network
access, wireless access points provide RF monitoring | ]
services for both performance and security ;

monitoring. All AP configuration and monitoring . 4 \\ =
takes place from the Controller, and the % o ; - = | ‘
intermediate Ethernet LAN or IP WAN requires no / iea ,
modifications for the APatbe deployed; there L L oy
simply needs to be basic IP connectivity between " NP ) )
the AP and the Controller. . s R g/

Depending on agency or department needs, any
Aruba AP can easily be deployed in one of the
following modesvia the Controller

A Campus Modewhere the APsi attached to
one or more Ethernet connections (typically
802.3af PoE) and valid user traffic is forwarded
untouched from the WLAN to the backbone and weesa

Figure2
Aruba Networks Access Points

A Mesh AP Modewhere the AP is specifically configured to connect to the backbone by
transparently and securely bridging traffic via a WLAN pa@ipoint connection to another AP

A Remote AP Modewhere the AP performs additional traffic management functions to connect
the users across a lowspeed, highetatency IP WAN of any type. All traii¢Psecencrypted
using governmenvalidated algorithms between the AP and the Controller, further enhancing
the communications security posture of the environment

More information on Arubaccess Pointsan be foundn the Productssection of theAruba website.

2.4 AirWaveManagementSystem

| NHzo I Qa ! ANX | @S al y |l-@&iyrseyvirk opetafionsSsulutidiiar wired andizE G A
wireless infrastructure as well as mobile devices, eliminatinghgesl for multiple, singlgurpose
management toolsAvailable as either installable software or an appliatcé, N» lus@&eniic

approach enables the IT service desk to triage connectivity issues and also provides a simpler way to
enforce policies andctionable information.

The AirWave Wireless Managemegystemdelivers streamlined managemenDSsecurity,and
enhanced visibility througthree modules

1. AirWave Management Platform (AMPRirWave Management Platform, the core component
of AirWave, povides efficient, centralized management of wireless infrastructure and visibility
across the wired edge of the network. It communicates with and controls the wireless
infrastructure via standard protocols (SNMP, HTTP, and so on) across a LAN or \WANdeld p
an easyto-use webbased interface that gives people across the IT organization a personalized
view of the network with administrative privileges tailored to their specific job responsibilities.
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2. AN I @S w! tL5{xn w2 3I3Ar¥ave RAPHadibMaRicdlly defedsdahdJocates
unauthorized access points through a patented combination of wireless and wired network
scans. The RAPIDS software uses existing, authorized APs to scan the RF environment for any
unauthorized devices in range; it alszass the wired network to determine whether any
unknown devices are connected. RAPIDS then correlates all of this data and uses a set of rules to
highlight only those devices that are truly a threat to the organization, greatly reducing false
positives. lalso captures and manages IDS events. RAPIDS improves nedawriky, manages
compliancerequirements, and reduces the cost of manual security efforts.

3.  AN? I @S +Aadz f wCu [ 2Ol AirWavg Visua/RR pravidésaiagcHrata 2 R dzf S
view of the enire network. It automatically generates a map of the RF environment and the
underlying wired uplinks topology, showing a full view of what the network looks likereal
time. VisualRF uses RF measurements gathered from active wireless access points and
Controllers, without the need for a costly, separate location appliance.

(@2 Airwave S Hew Devices: 220 | 4 up: 339 | W Down: 163 | 7 Mismatched: 88 | @ Rogue: 332 | § Users: 236 | M Alerts: 824

Helpdesk
Search

Groups APs/Devices Users Reports System Device Setup AMP Setup RAPIDS  VisualRF

User Info

Documentation  License

Welcome to AirWave Wireless Management Suite™ G -

demo.airwave.cor - Aruba Netwarks Help

Users Last 2 hours il Bandwidth Last 2 hours nall
240
200 18 M
160 1z M
120
&M
80
a0 o
&M
12:17 12:28 12:39 12:50 13:01 13:12 13:23 13:34 13:45 13:56 14:07 12:17 12:28 12:39 12:50 13:01 13:12 13:23 13:34 13:45 13:56 14:07

Show All M um  Avarage

Show Al Maximum Avarage

n

O[] MaxUsers 236 users 223. users (@ [ Bits Per Second In 4.6 Mbps 2.1 Mbps

@ ] Bits Per Second Out 20 Mbps 6.2 Mbps

@ | 1vearage ey, now |
Monitoring Status Configuration Compliance Alert Summary st 11/23/2009 2:17 PM

Type a Last2Hours LastDay Total Last Event
AMP 13 645 824 11/23/2009 2:13 PM
DS E 139 1073 2709 11/23/2009 2:16 PM
Incidel 0 0 11 11/6/2009 7:35 AM
RADIUS A sues 0 50 121 11/23/2009 12:12 PM
Quick Links
- Go to folder - -
- Go to group - -

aue i o i -View Latest Reports -

B Down 32.5% B Mis 12.2% - Common Tasks - -

O Audit Disabled 0. 0%

Figure3
AirWave Management System
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2.5 Conceptof Operations

Building an Arubaccessietwork requires thekey componentslescribed previouslyAccess Points
(APs), centratedMobility Controllers andoptional ArubaOSoftwaremodules These components can
be installed and configureatsupport a wide range of environments and applications, sudiuiding
WLANSslarge campus WLANsutdoor meshnetworks, and remoteccessolutions A more detailed

descrption of these use cases and deployment models can be found in a later section of this document.

The figureto the rightillustrates atypical @mpus

Data Center

WLANnetwork topology with Aruba APs and Mengesmt . e
controllers.
1. In this systemcentralized Master and Network s sondty "0 Ft\
Local Mbility Controllers are deployed in ~ ~ |
a combination of data center locations WA RADIUS.
and communications closets / IDFs/ N TN
MDFs. Master and Local Controllers ~
should be selected and purchased based Internet N H\
on their installation location and the size ki &
network they will supportmeasured by . /\\ — \
both expected AlRount and Userount £ ' | \< | Local
If more network and Controller capacity is | A%resstin % o g g

required, additional Local Controllers can oo B :@’% :@:\
be easily installed and a portion of the Contoter [TREOS /m
existing networkcanbe managed by the

new Controller. 7%,

*. Y
(o)
t?/a\ \ |

7
7

Network | / | /

2. The APsact asnetwork-attached radios el o y 'y \ & &
that perform only transceiver and air APs ) S, S \A
monitoring functions commonly referred = NEE e e e N;.

to asd 0 K A y APs shouid de selected
based on the number and types of client

devices to be supported, the availability of Figure4
relatively clear 802.11 RF fregncies in the Aruba Networks Campus Wireless LAN Architecture
0dZAf RAY 300 YR UGKS FoCu.i il v vt v vmiee cvee = F €

network. For example, many organizations are now deployingthigltughput, dualradio
802.11nAPs, configuring the 2.4Ghz radio to support legacy b/g client devices while
simultaneously condguring the 5Ghz radio for higterformance 802.11n client device
connectivity.

For more information on both Controller selection and AP selection specific to Campus network

deployments, see théruba Network€Campus Validated Reference Design Guimiend on
I NHzo I bSGg2N]l aQ 6So0aris
3. APs are installed according to a basic site plan that takes into account coverage and

performance requirementsiccess Point typdyuilding congruction and code requirements,
Ethernet calihg availability (unless usingash) and aesthetics.

4. ArubaOSan beconfigured and monitored from the Master controllers andtbe AirwWave
Management System both have the capability of centrally managirgtentire network of
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Controllers and APs. The base network configuration (IP addressing, VLANSs, 802.1x or other
authentication methods, ety are configured anthe optional software modules are activated
through license keys and then configured for thederations. Policiesemplates and AP
grouping makehe configuration management process both straightforward and also powerful

in its flexibility.

¥
1155600

=
.

-----

v
AL U

0
FERLT

Figure5

Example WLAN AP Coverage Map

5. Once installed andonfigured

the APswill be automatically and
dynamically configured by tlire
Contrdler to meet the coverage and
performance requirements according to
the plan. This automated configuration
method eliminates the complex site
survey process required by earlier
generation WLAN architectures.

Arubacustomershave heterogeneous
networks built on a wide variety of
equipment, topologies, protocols, and
interfaces. Aruba products are designed
for flexible, nondisruptive deployment
in such environmentBecausen Aruba
network is designed as an overlay
solution, the existing network issed
only for transportc the wired network
has no awareness that it is carrying
wireless traffic. Therefore, the existing
network need not be reconfigured or

restructured in any way to add mobility. As long as there is an open IP communications pathrbetwee
the access points and their Controller, the system will be 100% functional. This overlay WLAN
architecture allovg for a modular, phased introduction of mobility from pilot network to fedlale
installation deploying on top of existing L2 and L3 LAN/Vit&idstructure.

Further, the ability of the Aruba architecture to intelligently understand the data flows traversing the
network has the end result of not requiring the deployment of separate VLANSs to provide different
network services! NXzo | Q a rchitgtthirg alikivs deployment of data, voice, and video services on
the same VLANS, without negatlyé@mpactngthe user community or security.

Client connectivity and traffic engineering and management within the Aruba architecture are very
different than intraditional L1/L2 networks. Within a typically configured Aruba Enterprise network:

1. Clients and users are authenticated prior to joining any production network or VLAN via standard

Wi-Fi andAAA mechanisms.

2. All traffic is encrypted from the clienfipwing across all L1/L2/L.3 boundaries untouched (except
by QoS mechanisms on outer headers), then arriving at the Controller. In this manne#gcelient
core security is provided where every traffic flow and packet is both authentic and eavesdrop

protected.

Page |12
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3. The Controller decrypts the traffic, intrinsically validating its source user.

4. ¢KS /2y GNREfSNI GKSYy LI aasSa (GKS dzaSNDa
applicationlayer gateways for both performance management and securityagament

GNI FFAO

purposes.
In this architecture, the Controller

knowsthe state of the entire Data center
network, knowsthe state of all the _
users, anknowsthe state of all it \ web gl
application traffic flowing across / - \ \I
this part of the network. Thus, Distribution g PBX
. . switches RADIUS
many network engineering I — 9
chalenges simply evaporate and (o=t ) l
user requirements can be instantly N <\
met, such as: <
. Firewall N \ |
a. Seamless roaming around the N | Core
network, between floors and ! ; " |
building and even Haetwork 1 I
. Distribution
domains
b. The need to ensurthat all
applications have their relative
traffic priority levelsadequately g
supported
c. The need to ensure QoS for Edge
voice activity emanating from Z APs
the same device as data traffic, f:// /
without complex VLAN/SSID ey
designs SSiD

d. The ability to prevent peeto-
peer traffic between users on
the same VLAN

e. The ability to tune broadcastiulticast
traffic to ensure optimum handheld device battery life

f.  The ability to enforce once complex security policies (e.g. limit-frepeer traffic) with now
simple means (a central device for classification and enforcement)

Figure6
Clientto-core Traffic Encryption and Tunneling
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Section 3

Deployment Locations and Topologies
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The flexibility of the Aruba architecture lends itself to deployment in a variety of locations and
topologies. This section explores how access networks for a wide rangeeshiment work
environments can be built using Aruba Networks components.

3.1 Highperformance Indoor and Campus WLAN

Many organizations are shifting from desktop computing to mobile computing systems, using laptops,
multi-mode phones and tablet PCs. Binifgla highperformance 802.11n indoor and campus mobility
network to carry both voice and data traffic is the most common deployment use case for Aruba.

This use case features a simple design, with an Aruba Controller or Controllers deployed in th& netw
core or in a secure data center facility and 802.11n wireless access points installed at the network edge
spread throughout the campus as appropriate to provide the needed RF coverage and capacity.
Buildings that are remote or have limited infrastructcan be linked to the existing core infrastructure
via a mesh linkactivatedin the software on any Aruba AP. Users with laptdpblets,handhelds,

wireless phones and specialized devices can gain mobile access to networked applications, and are able

to securely and seamlessly roam throughout the building and campus WLAN coverage areas.

Below is a basic set of guidelines for designing an
indoor/campus WLAN:

A Master Controllers (the togevel Controller
in the hierarchy) are deployed in the network
core or in a secure data center. All
management of this network will take place
from the master Controller and/or the Aruba
Airwave Management platform.

A The Controllersre configured to utilize one
or more RADIU&r PKiservers (Microsoft,
Juniper, Cisgaetc) for user authentication

A The Controllers perform network access
control functions during the user login
process and traffic engineering functions
during usettraffic flow.

A Local Controllers (optional depeind on
network scale and geograptigpology) can
be deployed in either the data center or in
the network access, distribution or core
layers of the network

A Master Controllers and local Controkaran
be separated by large geographic distances.
Also, one pair of master Controllers can
servicemany local Controllers at many
distributed site locations
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Aruba Networks Campus Wireless LAN Architecture
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A Indoor 802.11n access points with integrated antennas (typically) are deployed in the user space
according to an appropriate RF plan, with an AP deployment density based on application
requirements coverage requirements, and performance and capacity requirements

A Where possible, capable 802.11n clients should be supported using a 5Ghz channel plan and 802.11
b/g clients should be supported using a 2.4Ghz plan. This will ensure maximum perfoandnce
capacity for the 802.11n clients while simultaneously preserving support for the legacy devices.

A Access points are typically powered by Ethernet PoE switches, but can also use AC adapters or PoE
injectors

A The L2/L3 network configuration between thesAdhd the Controllers is immateri@atonfigurations
can be created on the Master Controller to accommodate almost any L2/L3 network design

A A configuration is created and activated on the Master Controllers that defines:

- L2 and L3 integration

- RF and APoofiguration

- FIPSncryption configuration and policies
- User, security and access policies

- QoS and traffic management policies

A All APs are automatically and dynamically managed by the Controller and go active, allowing
authorized users to securely conndlatough the APs and Controller to the backbone network

More detailed infomation on this network design can be founditve Aruba Networks websitia the
documentThe Campus WirelassNetworks Validated Reference Design

Thecharacteristicsaand benefits of the Aruba architecturén the highperformance WLANSse case are:

A High Performance! NHzo I Qa4 ynH®dmmy | OOS & Mbpsjdkyhipdghputdsl RS a A 3
sustain 20@; 350Mbps actual throughput. Additional network and user capacity can be added to
the network at any location by simply adding APs to the area, which will automatically be configured
and utilized by the system.

A Reduced Reliance on Wired Network¥he wirelike performance of Aruba's 802.11n wireless LAN
presents a option to reduce the reliance on edge Ethernet Switches, as usigrateaway from
fixed desktops to Wkicapable devices. Especially useful during an edge Switch refresh, offsetting
wired portcosts with costeffective 802.11n wireless LANansignificantly reduce equipment
upgrade bills. The result is a network that enables user mobility, while lowering energy usage and
annual maintenance costs.

A Seltconfiguring:! NHzo I Q& ! RI LJ0 A éSARM) delivets redidbly $effitiEnizing
wireless performance with features such as Band Steeringh@onel Interference Mitigation,
Adjacent Channel Noise Mitigation, Spectrum Load BalaraivtfAir-Time Fairness. ARM
technology ensures that the valess network is always optimized for local conditions and will
automatically adjust power, channel, band, access point loading, and other parameters to ensure
reliable highspeed operation, even in extremely crowded and challenging environments

A Government-grade Security:! NHzo | Qa / 2y i NBff SNBE LINRPOGARS 'y L/ {!
firewall, clientto-core encryption, user authentication, and a host of other security features to
ensure privacy and protect network integrity falt users. Rogue deteicin and WIP Sanidentify
client and access point attacks and, in many instances, prevent themdcourring
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3.2 Warehouse Industrial, Outdoor and Mesh WLAN

For industrial andield environments secure WLAN access networks increase productivity by bringing
the access network to personnel instead of forcing them to go to fixed workstations. By simultaneously
supporting data, voice, and streaming video, wireless networks provide full access to existing
applications and enable new ones such asvakless mshbased telemetry, voice recognition, and
streaming video surveillance. Wireless networks reduce the need for expensive netlatdd power

and data cable plant and equipment, lowericgpital expendituresind mitigatingpotentially expensive
maintenane headaches.

Wirelesamesh networking makes it easy to extend IP connectivity where no cabling plant exists, and is
most commonly used to take wireless networks outdoors, enabling a host of applications to previously
underserved areas. In the governmeetcsor, there are numerous situations that can be addressed by
wireless mesh including continuous connectivity for large areas such as military foatseand camps,
hospital grounds, education campuses, warehouses, surveillance coverage for fencadines a
communications for security forces.

Data Center

Wireless access in outdoor " | ArWave Wireless Nasir asor File
environments presents its own set of . s - sy "all
unigque issues and requires solutions to i \ \ | .
deal with both natural and mamade g A ' RADIUS.
obstaclesasweather and topology W N

present challenges to the reliable 1IN

operation of wireless networks and their 3

equipment. N\ W.

Below is a basic set of guidelines for e
designing an outdoor/mesh WLAN: 'a-g;;;\ \ toce
P . . G0, e Q
A Similar to an indoor or campus e A\ Data'/‘“ 70
WLAN _desigmutdoot and_ O | BN RN
industrial WLAN designs involve Access < O S < <9 N
Controllers installed in secure ) ) )\ =
communicatims facilities and = = i " ArMontor
APs installed in the areas that Distribution Center or Warehouse
require wireless access
coverage. .
] 9 Figure8
A Deployed APs are either outdcor Warehouse / Distribution Center Logical Design

NI §SR 06 &dzOKs5)oh !
are indoor APs installed in the proper type of enclosure with external antenna connectors

A APs may be emected by Ethernet (fiber or copper) or by activating the Mesh feature found
within ArubaOS that provides ARdio to ARradio backhaul connectivity
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A Antenna selection and installation is based on the physical environment and the desired
coverage patten, and may include:
- Omnidirectional antennas for client access coverage, including more specializediiown
antennas
- Directional antennas with narrow beamwidth to provide a peimipoint connection to
another AP using the Mesh feature capability fouwithin ArubaOS
- Directional antennas with wide beamwidth to provide partial coverage to an intended
access area or to provide a multipomesh connection
A AP power may be provided by a number of different power optidnsluding solar panels,
battery, low-voltage DC power, high voltage AC, and Pesver-Ethernet
A The network may only require a single SSID if the Aruba Controller is used to appropriately
perform security and QoS traffic management functions based on the identified user, device
type, loation and application
A Special consideration should be given to ensure support for all applications, including data
acquisition and control systems, specialized handheld devices/applications and voice over
WLAN. The wireless network will require continsgaaltime optimization to reliably support
mobile voice, bar code scanning, inventory management, and data terminal applications in the
presence of noise and interference. Using standdrased mechanisms such as 802.1p and
5{/t v2{ 0 3&35mdniddite tyseaandyr&fic pafteXd of applications in use
and automatically adjust parameters to ensure reliable application delivery
A The Mesh feature set is used to provide intretwork backbone connectivity between APs
when no Ethernet or alternate backhaul is available at the AP installation location.
- Client access APs (called Mesh Points) are single or dual radio APs that provide access to the
local client devices
- Aggregated client traffic is .
carried across one or more Pos
mesh hops to one or ore Master or Local \ S
Ethernet connected APs (called Controller n
Mesh Portals) I RADIUS.
- By employing centralized \ N
cryptography on the Controller » / N
AyadSER 2F &LISN K MesnPotas
encryption, no performance
penalty nor security concerns 1 U 1 I
arise QU o K T e
e . o 2 2y = =
A Similarly, special consideration — — ¢
should be given to interoperality ¢ e ¢ o ﬂ < ﬂ ﬂ g <
security requirements for low <& Tgs T v ~ K o
power, battery operated handheld =
devices potentially sourced from
multiple vendors. Mobile Figure9
applications run on a wideariety of Example Mesh Configation
applicationspecific devices (ASDs)
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that differ in form, inputand output capabilities, oprating system, security capabilities, radio

types and more. The usmse differences presentspecia@ SG 2F aY20Af AG& LISNF?2
requirements on the mobility infrastructure such as fast roaming, doaldncing and battery life
improvements. Tosuppott Y R 4 SOdzNB + KSGSNRISyS2dza aSi 27F Y
architecture boasts a device agnostic approach. The Aruba solution follows an open standards
approach and therefore does not require any proprietary chgide hookins or client side

softwarS (2 3ISG Fdzff AYGSNRBLISNIOAfAGE YR aY20Af Al

A Consideration should be given to the designgionple coveraggersushigh performance
where the former design goal will require fewer installed APs but will limit overall guaranteed
throughput depending on client locatian

A In an outdoor environment, consideration must always be given to the topography and changing
environmental characteristics to ensure the design meets performance criteria even in the
worst possible RF conditions

For more infomation, please browse the Aruba Networks website to acces&#ieil and Industrial
Wireless Networks Validated Reference Design.

3.3 Secure Remote Access

Aruba Networks offers a neapproach for remote networking that elimina¢he cost and complexity
barriers of deploying secure remote network servicesgfiorernment agencies. The Aruba solution
allows customers to extend the datanter footprint wherever users need it, throughntecost access
devices and lovzost commodity network transport. The following provides an overview of the Aruba
Virtual Branch Network (VBN) solution and its key features and components.

Branch offices, satellite clinics, teleworkers, temporary workerd,teaveling military commanders all
require access to missiesritical data from theagency or servicdata center. Traditional remote

networking solutions designed to address this need have either relied on virtual private network (VPN)
clients or repliating routing, switching, firewall, and other services at each remote location. Client VPN
solutions address only a single device and require revision control and driver compatibility management,
and may not be available for all platforms. Additionallg temote user experience differs from that of a
campus user, necessitating end user training and often resulting in Help Desk calls. In cases in which IT
has to replicate a network infrastructure at every remote location, costs are high and
deployment/mairtenance is complex.

Aruba's VBN solution dramatically simplifies the complexity and cost of deploying a ractetss

solution ata branchor teleworker sie. Complex configuration, management, software updates,
authentication,security and remote sitéermination tasks are handled by powerful data certarsed

Aruba Controllers running FIPS certified ArubaOS software. Network access and management services
are virtualized in the data center Controllers and then pushed tedo®t, purposebuilt remote access

points (RAPs). RAPs provide secure connectivity and deliver centralized services to end users. FIPS
certified Layer 3Psectunneling between the Controllers and RAPs allows any wide area network
including 3G cellular, hotel guest connectionsl @moadband internet; to be employed.

The VBN solution differs from tradition@mote accessolutions by focusing on user polieynstead of

L2NI&X NRdAziAYy3IS adzoySdas FyR [ ! bad ! NHzo-ba®ell RA &G N
cortrol, enhancedsecurity, and support for differentiated services based on-ygee / role--and is

always under IT control. The VBN solution is persistent, easily configured, requires no user training, and
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delivers a plugand-play experience, resulting ia more uniform and secure user experience, regardless
of user location;all policies are
uniformly enforced , delivering
the same user experience over oMz
both wired and wireless

networks. =~ Aw \l /L
acive - — lﬁler—etcr\ I :
—

Below is a basic set of \ — WAN Public

guidelines for designing a e // \/

Remote Accessnetwork based l
Branch Office Sites Fixed

Local > Road Warrior
= \ g From Data Center

on the Aruba VBN concept: g Teiecommuter

/—‘l A Sites

A Master Controllers are
logicallydeployed in a Broadband e
secure data centeas \

shown on in the diagrano .
the right All management < ¢
of this network takes place / /
from the master Controller QO .

and/or the Aruba Airwave
Management mtfo rm. Medium Branch Small Branch Fixed Telecommuter

A The Controllers utilize one
or more RADIUGr PKI
serversfor device anduser
authentication.

Figurel0
Virtual Branch Network Logical Design

A Access points (called Remote Access Points or RAPS) are deployed inloeataias Aremote
locationmight be a Small Office/Home Office (SOHQ) small branch office with multiple users
and multiple devices. The RAP can be placed in a fixed location (e.g. an apartment, a house) or used
portably.

A Any Aruba AP can be utilized as a Remote Access Point. Both the AP70 and the AP124/AP125
802.11n acess points have an additional Ethernet port that alidhe connection of wired devices,
such as IP Phones, laptops, etc., if desired. Crypto asgisboessors in the AP1eries products
provide linerate encryption of all wired network traffic.

A AnylPo | O1 KI dzZf OFy 0SS dzaSR (2 LINE #akiigEthet2tyoftS OG0 A OA G &
FONR&aa +y aLt Of 2dzR¢ (2 intrSetdorhgtiibhsPhbtél &nNaBfficel y Of dzR A
guest networks and SATCOM terminals. The Aruba0ARs the additinal capability through its
USB port to utilize wireless 3G connectivity to provide backhaul when a wired connection is not
availableor not desirable

A The local network configuration and the IP network topology between the APs and the Controllers is
immaterial ¢ as long as there is a valid IP connection with a minimum amount of bandwidth
available (128Kb/s €)the agency/serviceetwork and all logical SSIDs are extended seamlessly to
the Remote Access location.

A Both wired devices\olP phonegdesktop B, printer, security camera) as well as wireless devices
can be supported simultaneously
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including TYRE cryptosystems for SIPRNET access

— —
( \ ( )
Remote Location Enterprise LAN N
Printer E
>
- Websites |
Enterprise .
SSID Enterprise
SSID
/// Internet Traffic —— g N
(I \ L) L -
. _ -
" RAP IPsec Tunnel N Internet N, Firewall / .
(no or WAN NAT-T
VIOu firewall)
TR <
\ P Ph _/ E /.E'
Figurell

Secure Connectivity from the Clients/AP to the Controller via Any Backhaul

For more inform#on on secure Remote Access

network desgrase browse the Aruba Networks

website to access th¥irtual Branch Networks Validated Reference Design

I NHzo  Qa +. b
accessolutions. Key benefitsof this solution are:

®@tb elmhina® yhe paiad poRtS thak ae/common in traditional remote

A Secure CommunicationsAny Backbone:All network components of the solution enjoy

governmentgrade, agencyalidated security,
and Common Criteria EAL @ £ A R

icluding FIPS 14® (completed)JJGAPL (completed),
A2ya G6LISYRAY 30O ®-Apptokes

Products List, is pending JITC certification and is NAVNETWARCOM cAmificdmmodity
transport, such astandard broadband, can be used in lieu of costly private networks.

A Centralized Security and User AsseControl: Centralized policies and user access control render
secondary firewalls to protect the remote network unnecess&gcurity is consistent exss the
entire solution for each user. The same authentication methods and encryption algorithms are

dzi At AT SR y2 YIFGGSN

GKSNE (KS dzaSNJ I 00SaasSa

the same access policies and rights are enforced ard vegardless of the location of the user.

A Simplicity: The IT provisioning model seamlessly joins a remote access point ¢ntdgrise

network without additional logpn credentials

or software to launch. Applications and devices

securely join the Igically extended network and work cof-the-box without additional
configuration. End user access is simplified whereby the end user connects, authenticates and

accesses the network the same way everywhere, whether in their home, hotel room, remotdnbranc

office, automobile or anywhere elsélo VPN clients or additional credentials are required for
access resulting in fewer mistakes and removing training requirements for the end user
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A Support for Any Remote Device and ApplicatioRolicybased forwardig ensures that Hbased
devices (VoIP phones, laptops, etc.) and services work as well remotely as they do locally without
the need for separate voice networks and related security infrastructure. The security posture of
these remote devices can be furthenhanced by encrypting their traffic and policing it in the data
center to ensure only the right ports, protocols and servers are ugdicapplications, whether data,
voice or video, are accessed the same anywhere the user is located. The ArubdéContro
consolidatesaccess management on a single platform.

A Centralized ManagementAll management and control functions are centralized in the Aruba
Controller. This usezentric management architecture eliminates the need for a separate
management infragsticture and provides visibility to all users and devices, speeding fault isolation in
the event of a problemAll software updates are performed by IT. These updates are automatically
pushed to the Remote Access Points without any end user interverdiuired.

3.4 DeployableNetworks

In some governmenagenciesthe job location itself is variable asrsonnelare dispatched to where

they are needed most. In these situations the abifitaccessommunicatiyy ySGg2Nj a 2y | Y2

noticeis criticall NXzo I Q& RSLX 2el 6fS ¢gANBtSaa [!ba SylrofS (K

respondersand military personneio easily and securely connect to afte networks and applications

and carreadilybe scaled from a few dozen to thousands ofres@he pbust design and simple

operation of Aruba'$VLANs

and network security systems

makes them well suited for :
. . 3G/4G Cellular Deployment P o

rapid deployment scenarios D it

aiding public safetand | VSAT Field Deployment

Homeland Security missions Secure SSID 7 —

such as national catastrophes | {y

and natural disastersas well as i = 8

military activities like training Access Point [

exercises and support of deet (R b

temporarily deployed command SIPRNET foptensh

staff, personnel and teams

Secure HQ o §?§ure Mesh SSID(s)
I NHzo | Qa 5SLIX 2 e qpatacenter - /\

provideshardened, secure & o ( <
WLAN systems that can be field N o
deplpyed I_n varying L. N :,,,:===":= HAIPE b Aruba Mesh APs
configurations based on mission Notwork
length,force structure and Accelerator
communications requements.
The Aruba wireless LABIFIPS
140-2 compliant and provides Figure12

instanton, rapidlydeployable Deployable Solution vi&AP- 3G or SATCOM backhaul

wireless access to both classified

and unclassified networks. Small WLANs can be deployed with an Aruba#tul@ controller and

several outdoor or portable Access Points (APs) that provide connectivity for a few personnel during a
brief deployment. Large WLANs can be created througtidireation of a hierarchical topology

arun_0382

Page |22 published: March 2011



networks Aruba Networks Government Subns Guide

involving a combination of multiple corf f SNA FyR !t &4 YSaKSR (23SGKSNJ I
RSLX 228YSyiadé

Remote Access Points (RAPSs) can be deployed to support secure remote access for both wireless and
wired connections. Some RAPs have multiple wired ports to support devices such asptines| &
Phones, and VTC equipmemiline Typel HAIPE encryptors can also be utilized for classified data
access via SIPRNEAdditional information regardinigtegration withTypel HAIPEBolutionsis

available in Section 4 of this guide.

ResilientseltK ST f Ay3d YSaKX ¢g2NJAy3a Ay O2yedzyOGAz2y ALK I
technology, enables radio signals to reliably hop from access point to access point without the need for

data cabling. ARM automatically compensates for interfereneayork traffic and even the types of

applicationghat run on the network. As a result, data, voice, and video applications have sufficient

network resources, including airtime, to operate properly.

Mesh operation allows wireless access points to batkat and relocated anywhere, quickly and reliably

in even the most hazardous conditions without installing data cabling or making site modifications. The
elimination of an Ethernet backbone reduces complexity and stto@as well as increases network
reliability through the avoidance of cabtisplacement outages.

I NXzo | Qid-cotefsdeBity imcludes embedded user access control, centralized encryption, a policy
enforcement firewall, and wireless intrusion detection. The firewall classifies traffibeobasis of user

identity, device type, location, and time of day, and provides differentiated access for different classes

2F dzaSNER® ! O0Saa Aa GA3aIKGEE O2yiNRfftSRZ IyR St OK
security policieso ensure compartmentalization between user groups.

Key benefitsof the Aruba deployable networks solution are:

A Secure Communicationgsovernment compliant, secure wireless LANsureall data are
securelyencrypted endto-end, all the way from client tthe Aruba controller housed in the HQ
data center Aruba is the first wireless LAN vendor to support stringent government security
regulations such as Common Critesiad UGAPL ertification, FIPS 142 Validation and DoD
directive 8100.2 Compliance.

A Easeofsetup! NHzo F Qa4 2[ ! b&a OlFly 06S &aSdG dzLJ 2NJ G+ 1Sy R2;
centrally managed and secured remote AP and can be easily scaled from a few users to
thousands. When using Aruba wireless mestwork features, APs can be deployeihout
the use of any intervening data cabliagdcan be instded, moved, or changed quickly. Custom
AP pachkging is available through kegygernment integrators that provides an environmentally
hardened, battery powered portable solution allowing IO¢4LAN connectivity for many hours
to days without a local power source.

A Rapid, automatic local configuratiad NXzoAHapt#e Radio Management (ARM) software
eliminates the need for site surveys prior to activatimnusingautomatic, infrastructurebased
controls to maximize client performance and enhance the stability and predictability of the
entire WiFinetwork, regardless of the local RF

A Real time application supportThe Arubasolution wirelessly transmitdata, voice and video
overone networkthat is uniquely configured for high latency/low speed links such as SATCOM
and cellulag | Ndzo I Qa !wa az2FdglNB Fff2ga YAESR ynuo
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the highest performance levels, allocates RF airtime fairly and avoids or mitigatésicoel
interference

A Centrally managedontrollers: Aruba @ntrollers perform all of the complex tasks such as RF
optimization and AP managemeandintegrate all the components needed to deploy a secure
WLAN solution including an identity based ppknforcement engine, Wireless IDS, Client
integrity, Layer 2 encryption and remote access.
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Section 4

Mission-oriented Use Cases and Solutions
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4 aia3dANYSYASR/ asSa YR {2fdziAz2ya
This section describes Use Cases commonly fourigavernmentsector and outlines Aruba
Networks solutions that address requirements specific to governragancies

4.1 Logistics and Asset Management

As in the commercial world, many government agencies have the need to mtrafigw of goods
informationand other resources from the point of origin to the point of consumption. Wireless
networks arecriticalto facilitating thetransportation inventorying warehousing materiathandling,
andpackagingf goods, machinery and data in a secure, cost effective manner. These networks
increase productivity by freeing workers from fixed workstatiassvell agpaper notes and forms. Key
requirementsin a logistical or industrialrvironment include:

>\

Robust RF management

>\

Industriatgrade equipment built to withstand harsh environments

>\

Rapid deployment, even in areas where data cabling may be unavailable

>\

Support for a complex set of applications, including data acquisition andoteystems,
specialized handheld devices/applications and voice over WLAN

A No-compromises interoperability with and security for low power, battery operated handheld
devices from multiple vendors

| NHzo I Qa dzy AFASR Y20Af A lséttings2stoudition tRegmpiisBeNdork d@siyh & G A Oa k A
describedpreviously in the documentThis solution provides a secure, robust means of connecting

mobile workers to the facility network, reliably delivering business critical applications no matter where

users roam or the environment in which they work.

Wireless 802.11a/b/g/n access poimgovide connectivitfor bar codereaders, laptops, handheld
devices phones, andrelated mobile clients, linking them witlulti-Service Mobility Controllers over
securemesh, LAN, or WAN tunnektuba offers a wide range of accesmsints, from diminutively
packagedievices that can be carried by traveliegecutives to explosieresistantruggedized units for
harsh environments.

Aruba access points can be repurposedr the network, allowing one commdKU to service many
applicationsConfigured as a remote access potht device provides secure netwoakcess to
roaming userg on the road,at remote sitespr at contractor facilities.Users gain access to the sam
network resources they would have at work, witie same level of security, but withothe headaches
of a managed clienConfigured for secure mesh operatighe access points communicatérelessly,
and are a perfecivay to signabver short or longlistances withoutostlycable drops. Ideal for
overcomingchallenging installation scenarios, mastan invaluable tool where allirelesssignaling is a
must.

Features and benefitsf this solution include:

A Purposebuilt solutions for harsh environments! NHz6 I Q& NXzZ23SRAT SR Ay Rdza il
the standard for robustness and flexibility, while the rich feature set accommodates a wide
range of installation scenarios. They include a rugged IP68, NEMA UL 50 enclosure and wide
operating temperature ange permitting operation in physically and environmentally challenging
locations. ATEX Zone 2 explosion rating, combined with fiber optic or wireless mesh operation,
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enables access points to be situated where standard commercial equipment cannotleFlexib
power options- including solar panels, battery, high voltage AC, and PowerEthernetg
accommodate virtually any installation scenario.

A Support for realtime applications Wireless networks must be continuously optimized in-real
time to reliady support mobile voice, bar code scanning, inventory management, and data
terminal applications in the presence afvariety ofnoise and interferenceources Using

standardsdo 8 SR YSOKIFIyAaya adzOK a ynuodmLl FyR 5{/t v

type and traffic patterns of applications in use and automatically adjust parameters to ensure
reliable application delivery.

A Security without compromiseMobile manufacturing devices, unlike commercial laptop PCs,

are often embedded computers with rudiryfeli F NB 2 [ I b aSOdzNAGe-f A1 S

based security securely connects these devices to the network and provideserefirewall
andwirelessintrusion detection to protect against malicioastivity andattacks.

A Support for Handheld and Apglation-specific Devices Mobile applications in the extended
retail industry (retail stores, warehouses and factory floors) are unique in that they are not run
on a traditionaWindowsbaseddevice. On the contrary, mobile applications run on a wide
variety of applicationspecific devices (ASDs) that differ in form, inpitl output capabilities,
operating systerg security capabilities, radio types and more. The-cege differences present
I RAFFSNBYyG aSd 2F avY20At Al dlity inffadtdciuieduch/a® S ¢
fast roaming, loaebalancing and battery life improvements. To support and secure a
KSGSNRr3ISyS2dza aSid 2F Y20AfS RSOAOS GeLlsSas
approach. The Aruba solution follows an open standagpjsoach and therefore does not
require any proprietary clienside hookins or client side software to get full interoperability
anddeliver optimald Y2 6 A f A& ELISNF2NXYI yOS

4.2 Network Cost Optimization through Ethernet Port Reduction

DA@SY (2RI ksttaits,dstzEdbaBland @@tal preservatiors a key concerfor every
government agency Historicallybuilding out thewired LAN hasontributed greatly tdhe excessive
spending ometworkinfrastructure. Locadrea network design has largelyliated the same
methodology since the mid990s-- hierarchically connected Ethernet switches in the core, distribution
and access layers, with every user connected to a single switch@uoet time, more cable drops have
been added and more switch poger user have been purchased as part of the standard configuration.
Even with a shift to laptop systems for mobile computingg &till common to install two to fouwired

ports for every user, connected by large mypitirt switches and miles of cablingy.building with 1000
users would requird000 ports, 4000 cabldrops,minimum of 100 Ethernet switches and untold
maintenance fees.

Although it is well known that spending on wired connectivity is inherently inefficient, thertohgs

been an absencef credible alternatived | 26 SOSNE 80R.HEO WKL techholRdy hldws @ S
the model to change, providing the performance, security and ease of management that enables
administrators to reduce reliance on wired networks as the primary meansnoiectivity. Based on the
ArubaCampusWLAN desigrthis particular solution involves a meditbm-high AP density deployment
model and leverages the entire RF aedurity feature set of the Aruba Networks architecturgéhe key
goal is to reduce the numbef Ethernet ports in the infrastructureand related cabling, switches and
maintenance.
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A single Aruba 802.11n access point can support multiple simultaneous users at a costl&éba@¥a
typical 48port switch at list price! NHzo I Q& | R tedtnbl@h$ may oost {dsi 10% of a
comparable wired buileut and carsignificantlyreduceyearlyrecurring costs The administration
costs of adds/moves/changes disappear. Additionally, Arubgetners users so they can work more
productivity, roam feely, and collaborate more easily.

The following scenarios offer the best situations faetwork optimization:

A Department moves/adds/changesThese activities are accomplished faster and more
economically when ®&/LANis the primary access method andshihe added benefit of
minimizing port activation, deactivation and troubleshooting.

A Access closet or IDF refresFhis exercise presents an opportunity to audit port utilization, shift
all mobile computer users to Wi to further reduce ports, and redecloset hardware.

A G4DNBSYy TA St RB8Bringtn§ uptahewb@Iging presents an opportunity to optimize the
mix of wired and wireless ports from the outset, resulting in smaller closet switches, lower
power consumption, and greatly reduced cabling.

A Network expansion:When increasing the network size, newer segments can be designed
according to actual usage requirements, avoiding the higher costs of an overdesigned wired
network in favor of a more economical wireless deployment.

Existing Wired Network Edge

(1:1 ratio of ports to devices)

% 12 VoIP phones

2 7 desktop PCs
& 5 laptop PCs

1 Wireless AP
(mobile devices,
guests, etc.)

& 6 conference room

and public area ports Rightsized Edge
(1:many ratio of ports to
users and devices)

@ 5 other devices
(printer, copier, fax,
etc.)

14 12 ports (reserved
for future use)

% AP

Figurel3
Cost Optimization through Ethernet Port Reduction Example
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KeyArubafeatures and benefitdor this application include:

A I Nz Qa ynuodmmy | OOS & Bbps jedk yhivdghpht disl suRtsiii2RE Y SR T2 N
350Mbps actual throughput.

A | NHz0 | Q &bade®RseaolrityAisintore secure than wired connections.

A 1 NXz0 | vendofAiziVave Wireless Management Suite provides remote monitoring and
problem resolution tightly integrated to the help desk.

4.3 Providing Guest Access via WLAN

In the government setting, there are two categories of guests: the first are transient userscadnoyo

specified common areas such as loblwesonference rooms and require @ess for a short amount of

time;i KS aSO02yR FNB Y2NB aGLISNYIySyi(ié¢ 3FdSaita &adzOK | &
agencies who may be assigned within a particulaceffor an extended period of time. Thkallenges

to provide access to these different sets of users, all of whom require restricted network access, in a

manner which is both cost effective and easily managed.

There are two Aruba solutions that can ni¢lee needs of guest access: partial coverage and overlay
service.

Guest Access Partial Coverageln this solutionAruba APs and Access MUXs are deployed in common
guestaccess areas, such as lobbies, conference rooms, and cafeterias. Guests authesiticaan
embedded captive portal. All guest traffic is tunneled to the Aruba controller in the DMZ, where it is
then directed to the Internet.

Key Arubdeatures and benefitdor the partial coverage application include:

A Overlay deployment forapid, no-changes rollout

A Support forboth wired conference room ports and wireless users, applgmgalpolicies and
capabilities to both

A Cugomizable web captive portal providimmplicy notification and secure authentication of guest
users

A Guest accounadministration and provisioning featur@scludingdelegation support to allow
any employee to add/manage unique guest.IDs

A Guest user credentialsotified through email
A Guest privilege controls based on time, locatiangaccount expiry

A Isolation d guest trafficseparates logical network, and separation of guest inevice traffic
through embedded firewall preventbe spread of malware

A Guest locations tracked and network access logged for imgdit

A Can easily be eesident with employee aces WLAN (see Overlay Service below)
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Guest Accesg Overlay Service Building on the Guest AccesBartial Coverage scenario above, in the

Overlay Service Aruba APs are deployed to provide complete WLAN coverage to a selected building or
campus. Guedt 00Sada aAvYLX e 6S02YSa 2yS 2F GKS Ylye daaSND
users and employesutilize the same network infrastructure rather than a separate infrastructure.

Guests may access the Internet in any location (or a subset of losptddthe WLAN coverage area

sincetheir traffic is tunneled directly to the DMZ and then to the Internet.

Building on the description of the Partial Coverage scenario above, othéwridbgifeatures and
benefits for this application include:

A Ability to easily build a common network
infrastructure for multiple user groups and

types. V. [yl 5, (I8 T
A Elimination of VLAN& a mechanism for ' s o = \

traffic separation. In turn, there is no 5 N

requirement to change existing network N N L

Guest User Employee User

L2/L3 design, savings costs and complexity.
Data center

A Isolatbn of guest traffic from employee

. . ~
traffic, regardless of location. . N eex

X ath web\i |

R;f;IUS

A Controllerintegrated firewall automatically N
classifies guest users versus other user g eme
types and allows portandprotocols '
policies to be enforced (for example
limiting guest users to HPIHTTPS).
Traditional firewallslo not have theability
to distinguish between guests and \ ‘

employees, unless complex L2/L3/VLAN % ‘
topology changes are implemented. (‘ \(/

A Ability to control bandwidth and traffic eroore ‘\\ om
priority of guest user traffic, e.g. limit guest
uses to a total of 1Mb/s bbandwidth at

each AP locatian Figurel4
Guest Access Restrictions via Controlleiegrated Firewall

S

4.4 Secure Telecommuter Access

Mobility in the government sector is increasing at an incredible rate with workers traveling around the

country or working partially or fully at honedfices The typicainobileworker (often referred to as a

GNRBIFR 61 NNAZ2NEO Aa |y SYLX 28S8SS K2 yS@OSNI aSSa (KS
voice and email. Some days the road warriors are working from home or in a temporary office; other

days they are imotels, airports or other Wi hotspots.

However, it is not only the road watrriotisat require remote access. In order to improve productivity
many agencies have begun to provide permanent Home Office workstation setups for users that
frequently exendtheir workday. Additionally, government administrators have found it cost effective
to allow employees to work exclusively from home on a {iane or fuliime basis.
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Unfortunately, when any user leaves the offipeoductivity decreases due to lack@mmorality in
connectivity and remote access architectsfer different devices. Varioudevices(web front end,
VPN, SSYPN, etg are deployed for different use cases and it is not uncommon for problems to
frequently occur with the access methods.

¢tKS a2fdziaz2y F2NJ 0KS ¢St S0O2YYdziSNI A& o6FaSR 2y
previously irthis document. The architecture can vary slightly depending on specific need of the user.

DMz Local Road Warrior
active \ E From Data Center
_— »
N J
Local <
active / — Internet or ) \[

— WAN Public

\ \ S\ \/ Hotspot

Fixed
Telecommuter
Sites

3G
EVDO/GSM
Carrier

Cable
Provider

RAP-5WN

‘
>

Figurel5
Secure Telecommuter Access Example

AFor fixedsmall office/lhome officdocations, Arba Access Points operating in Remote AP mode

I NXz

provide alway2 y & SOdzZNBR 6ANBR YR 6ANBf Saa O02yySOUGAODA

VoIP phone, desktop computer or printer.

ARoad Warrior: In a typical deployment, the Road Warrior has a setujnttiaties Aruba

bSGB2NLAQ +ANIdt LyGNIySh ! 38yd o6+L1 0 Of ASyd &

VIA client allows thisaer to securely connect to thenterprise from any wired or wireless
Internet connection. The VIA client will haw@umber of advantages over traditional VPN
GRALESNE Ot ASYyGas AyOf dRAy 3
- The ability to dynamicallgetect when operating inside versus outside the agency network
- AUto-RSUSOUA-@NMHBEFSRHEzZYYSU62N] | YR Estilighvienti A O
- Dynamictransportselection between IPsec and SSL
- Auto-upgade configuration management
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- Auto-managemenbf the Windows Zero Config for allneless client configuration
- Sngle point of policy enforcement from the Aruba controller.

A Optionally, mobile RAP5SWN ReradtPs with USBttached cellular modems provide a portable,
always on connection to the agency network. This RAP can be used when in a location with
Ethernet connectivity to the Internet (e.g. using a guest access connection or in a hotefjha- on
go via the 3G/4G cellular modem. This portable RAP provides the same secure wireless/wired
connectivity as the fixetbcation home office RAP.

Key Features and Benefifer this application include:

A Zerotouch installs RAPs can beegloyed withoutl T technitans touching any of the devices. The
administrator simply configures a list of authorized RAPs on the controller, the end user enters the
URL of the controller into a RAP Web browser and the rest is done automatically.

A Automated local AP activation After the RAP is provisioned, it downloads the appropriate group
profile configuration for the specific AP and goes live. The RAP then detects other local WLANs
and sets sinternal WLAN radios accordingly, automatically activates a secure connectiorefor us
traffic, activates Corporate SSIDs in the local environment and then detects and secures the
attached wired devices.

A Seamless application accéés | NHz0 | Q& wdgendy / depainteyt RetwidbrixPerience
anywherethere isan Internet or cellular@nnection. Laptops, printers and wired VolP phones
work just as they do in the officéncluding internal phone dialing, fileserver access and
applications access.

AResilient WAN connectivityShould a wired WAN link fail, a select range of RAP models ca
automatically switch to a 3G cellular modem for dial bapk

AAlwayson ConnectivitY ! NHzo | Q& & 2 thdater ehg/intradizhtSgtddEdandand .
The RAP does not need to be programmed individually with route informatiiois capable of
discovering alternative paths automatically. Optional Spliheling can direct Internetlestined
traffic away from theenterprisenetwork and allow directo-Internet access for selected sites,
users and devices.

ARolebased Access Control and Policyf@eementy . 2 1 K | NHzo I Qa4 O2y G NRBf t SNJ
integrated, authentication enforcement point and |IC&tified stateful firewall. Users are
authenticated by theAgency RADIUS/Directory server ane RAP will then dynamically activate
traffic managemat rules for each user. User policies that might normally only be present in the
lv [!'b SY@ANRYYSyYyl aaF2tt2¢ (GKS dzaASNE &adzOK GKI
network as well.

A Single point of managementAll Aruba RAPs and VIA clients areaged from the one Aruba
master controller and/or the Airwave Master Console for the entire VBN network. Code upgrades
and configuration changes take place in this one location and automatically and safely propagate
to all APs and clients without adminiator intervention. Remote diagnostics and troubleshooting
are also available from these single points of managemastiringrapid problem detection and
resolution.
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4.5 Workforce Displacement and Continuity of Operations (COOP)

Many government agenciestie the need to support a large percentage of geographically dispersed
workers for weeks or perhaps months at a time. These situations set up the following network

requirements:

A

manner identical to their office experience.
A
A Instanton network that is highly portable
A

The Workforce Displacement solution is based oNHz0 I Q &

describedpreviously irthis document.

Employee access to all communications and information systems from theitedauation in a

Business partner or contractor access to specific information systems from a remote location.

Ability to connect via many different broadband Intetraccess methods

+ A alllioddndg(VBN)drold K b

This architecture provides secure,
reliable remote networking for branch
offices, at a price pat that makes it
feasible to deploy on a massive scale.
One or more Aruba controllers of

I LILINB LINR | G S OF LI
a data center that will serve as a
communications and info services hub.
The controller is configured foemote
access agd primary application, and is
tied into various baclend systems for
user authentication and management.
Then by deploying inexpensive Remote
Access Points (RAPSs) or Branch Office
Controllers (BOCs) in the remote offices,
VBN creates a secure connectioeck to
the data center over any widarea

oA

802.1X Auth, WPA2/AES
Encryption, Per User Policies

€

\I !
N

Branch Office Controller
(larger Sites)

G
/"‘
—

& ©

1P DSL 0" Y | Lower Cost, Easier
Cellular 3G to Deploy WAN

I
N

Mobility
Controller
VPN/Firewall

transport, including 3G cellular,

residential DSL, and cable networks.
PAAY 3 ! NHzol Qa ! AN I ¢
members can monitor and manage the entir:
network remotely for as long as required

Figurel6
COOP Logical Design Example

RAPs and BOGspport centralized management of data, voice, and video applications, including wired
voice over IP (VolP) desk phones and wireless smart phones. Installationasgligy user installable
andfeatures builtin diagnostics. Software updates arentrally disseminated, eliminating the need to
manually upgrade hundreds or thousands of sites. Also, the Aruba VIA client can be used as a software
alternative to a Remote AP providing secure connectivity from a laptop for a single user, such as a

business prtner or contractor.

This s¢ution is instantly deployable Aruba APs of various typesrcaither be prepurchased, pre

provisioned and placed into a stagingdtion for later distribution2 NX

Ttee
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network.

Y2 NJ | NB rafjir&inibthelusess sySient i oDl G A 2y OK

Key Features and Benefifer this application are similar to tis® described in detail for the
Telecommuter solution discussed in detdoveincluding:

A Zerotouch installs
Automated local AP
Seamless application access

Alwayson Connectivity

> > > > >

4.6 Classified Solution with Typé

Rolebased Access Control and Policy Enforcement

Centralizednanagemat, troubleshooting and reporting

Aruba Networks controller and access points are typically implemented on Sensitive But Unclassified

(SBUPDO0D networks€.g.NIPRNET), providing
a policy complian®WLAN accessolution.
However, his solution can be expanded to
include transmission of classified data, based
on both local orpremise and deployable
remote access configurations. Type
systems such as Harris SecNet 54 and L3
Talonsolutionscan be utilized in an overlay
configuration that allows wireless and wired
SIPRNET access over an Amndtsvork.

Interoperabilityand validatiortesting
conducted with both Harris and L3 verifies
that HAIPE encrypted classified data can be
transmitted in the same manner as
unclassited data, providing entb-end
encryption between the client and Aruba
controller. HAIPE encrypted data remains
encrypted between the client and backend
HAIPE devices behind the Aruban@oller.

In a wireless configuration, both the SecNet
54 and L3 Tah support WPA2 Enterprise

N < |\‘ i
& ° J
\.\ T
& ,,'\\\‘,’
— <~
kh - J
_— N
-
| | 2 | ] - i
Figurel7

SIPRNET Secure Remote Access

encryption on top of the HAIPE encryption already provided. Software based certificates can be placed
onto these encryptors for authentication purposes, providing an 802.11i standards solution for

encryption and authentication.

In wired configurations, HAIPE encrypted traffic is encapsulated by the Aruba access point in either GRE
tunnels (local ofpremise) or IPSec tunnels (remote access).
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In remote locations where power and wired Internet connectivity are unavailablen(itke field),
customintegrateddeployable kits containing a remote access point and rechargeable battery pack
provide a secure network extension from the home base for access to data, video and voice
applications. The battery pack powers the RAP and38 port is utilized for a 3G / 4G modem
providing Internet backhaulln this configuration, the RAP establishes a secure IPSec tunnel to the
home controller via a 3G / 4G cellular Internet connection. Wired clients (laptops, VTC equipment, IP
Phones, &.) are Ethernet connected to TyyleHAIPE devices, which in turn are connected to the
Ethernet port on the RAP.

Secure remote access capabilities are available, up and running in minutes as compared to hours with
SATCOM based solutions. A future doluwill include Suite 2 Ay R2¢éa 1 Of ASyida GKI G
tunnel SuiteB IPSec connections to applicatiarvers on the backend of the@roller. The FIPS

certified Windows 7 supplicant will allow 802.11 wireless access using 802.11i andBNEARise via

aRAP. The RAP will createthe Suitea 6 f  O1 ¢ (Gdzyy St (2 GKS OBYUNRff SN
secure solution.

4.7 Classified Networking Solutions Using Commercial Technology

Over the past decade, military, intelligence and criticalivily F 3Sy OA Sa KI @S -GNI yaadi.
OSY G NROE I LILX AOIFGA2ya (G2 adzZJ2 NI GKSANI 2LISNI GA2Yy A
agencies reside on tactically secret networks (for example, the US Department of Defense SIPRNET), and
thus theseclassified networks have experienced a dramatic increase in importance and usage over the

past decade. Unfortuately, these organizations do nptovide classified network access to all possible

authorized users, and there are limitations on where thishteology can be used, severely hampering

personal mobility. Thisnder-utilization ofclassifiedesourcess typicallyattributed to the expense of
installingclassified network connections that are certifigbe expensand usability challengesf
govenment-specificproprietary aypto systemge.g. the US TYREsystem)and reports of low

performance of SIPRNET access connections.

Due to these challenges, thei®a desire to useommerciakechnology cryptosystems to provide
classified network acas, for the advantages that can be found by using commercial solutions: high
performance, lower acquisition and operations costs, a more rapid cycle of feature and product
innovation. But the strength of the underlying crypto algorithms is simplyaimist enough to meet
more strict government communications security requirements. In addition, several of the older and
widely deployed underlying cryptology methods found within commercial solutions are scheduled for
government use deertification due tathe increased likelihood of exploitation.

Ultimately what is needed is a solution that features the characteristics of a commercial technology
augmented with stronger underlying cryptography algorithmdsuba Networks, in conjunction witihe
USgovemment agenciesesponsible for government network security technology and polieg
developedan alternative access network architecture @assified networlkconnectivity This

alternative architecturaises the collection of protocols and methods meéel to as Suite B, and

intended to be easier to deploy and manage, have better operational performance and offer multiple
access methods, including wired, wireless and remote access.

This solution will convey the followirgenefits:

A Improve clas$ied network access to authorized personnel
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- Enable mobilityhrough high performance, classifieépable WLAN
- Avoidthe time and expense of physical hardened network connections
- Expandclassified network and applicatiarsage to larger user population
- Lowe Cost to Purchase
- Lower Cost to Operate
A Enhance user adoption and satisfaction
- Improveindividual user performance and overall classified network capacity
- Realuce or eliminate use of Controlled Cryptographic Iltems that must be physically secured
when not n use
- Increasehe numberof andflexibility of use caseand classified access mission profiles
A Futureproof the network architecture
- Elevatethe overall communications security posture of new unclassified networks in
anticipation of the deprecation of dér crypto methods
- Similarly, utilize classifiecapable solutions when building new unclassified networks, in
anticipation of elevating them to classified status at a later date
- Operate truly unclassified networks at a classified level by using comntectiablogy

In order to protect these classified or other highlue networks from brute force attacks and other
attack vectors, Suite B replaces or augments both the asymmetric cryptography algorithms (used, for
example, during key exchanges) and symiuoatrypto algorithms (used for unique usszssion data
encryption). The Suite B algorithms not only have a better overall crypto strength, but the underlying
computation methods are more efficient, making them more appropriate for-pgtiormance
applications. Briefly, the Suite B protocols and methods required are:

A SHA256 / SHA384 Secure Hash

A Elliptical Curve Digital Signature Algorithm certificates/signatures (ECDSA 256/384)
A Elliptical Curve Diffiélellman for key exchange (ECDH 256/384)

A AESL128 snd AES56 userdata symmetrical cryptography, with the ABEM mode

A

X.509v3 and EAPLS, enhanced with Suite B for authentication of wireless, wired and remote
users

A IPSEC, IKEv2 and enhanced with Suite B foioviNed architectures

I NJzo I b $ébiitg Gaht@l&r hardwaréMMC 6000 MaMk1, MMG-3000 seriesnd the MG600
serieg is designed to addredbese classified networiccess requirements by supporting Suite B. In
2011, Aruba Networks will issue a new release of the ArubaOS Controlleasstiat will provide the
necessangoftwaresupport on the Controllehardwarefor Suite B

As part of the same 2011 ArubaOS release, the Aruba Virtual Intranet Agent (VIALcliemitly

available from Arub&r commercial usewill also support Ste B. The VIA client is a safistallable NIC
client driver /IP stack shinmat detects whether the client device is connected to a trusted otrusted
network, and then uses a combination of authentication and encryption to create a secure tunnel
conrectionto its home Controller. It can operate in either 802.11i WLAN Client Supplicant mode or in
EthernetLANIPSEC mode or in Remote Access IPSEC mode. Bisttlwdd the following protocols

and methods:
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... Connected

. Connection Status —
A SHA256 / SHA384 Secure Hash . ;
A ECDSA cdficates/signatures eS| e
A ECDH for key exchange Profile i use: WIA-PROFILE
A AESL28 and AES56 bulk symmetrical Remate Server: R KR KR
Cryptography :sng;e:I I:ff rl‘flask: ii.::l.)jx;:jagzss.zss.zss‘255
A Support for a” Of AESBC, AESCMP and AES Connected time [ Max sessiontime:  03:42:16 [ 24:00:00
GC M modes Metwork Type: Wireless Metwork Details
4 . - - Disconnect l l\f\ew Connection Lﬂg] [ Change Profile
A  WLAN Mode: 802.11i + Suite B e
A VP N M Od e I P S EC + S U |te B \"n?t aratngw se_:urely ctnnnected ta your nebwark From an
_ _ ol
Both the Controller OS and the VIA client will be confgured akernateprfies
. . * To disconnect your session click the 'Disconnect’ butkon,
a.p prop rlate Iy Val I dated th ro u g hj SN I ST and Other * To view the Ia::ast connection log click the "view Connection Log'
agencies for certification for deployment as part of a e Sy ——————
classifiedaccess network architecture. When combined

together with other appropriate networking and security

technologies, they are intended to prold aclassified Figurel8

capable access network connection for local LAN, WLAN ! NHz6 I bSGig2N] aQ +AN
and remote access requirementBecause this solution

is based on commercial crypto technology, it will be available not only oS nmentagencies but to
other defense, governmerand critical infrastructure organizations wontdde.

Qutside Suite B Network - Vendor B

—
Inside Suite B Network - Vendor A (Aruba)

— —

i | Arbaap Aruba Suite B Suite B

| Controller

\ VPN Server

WLAN \ > ‘-S,B—E SECRET

J— 5
= = :’\ 4 Firewall

IPSEC Suite B (Vendor B)

Aruba 802.11i++ VIA Client

Auth Server # 2

(SECRET)
Remote WLAN -
» \
= ./ Ny
== M
IPSEC Suite B (Vendor B) IPSEC Suite B (Vendor B) 3
Aruba IPSEC Suite B VIA Client Aruba IPSEC Suite B VIA Client 2'

Figurel9
ExampleClassifiedAccess Architecture with Aruba Suite B
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Theadvantage=f this solution architecture include:
A Enabling technology for new mission profilesSuite B will fundamentally transform mobility
oriented communications due to a lack of CCl issues

A Support for all access modesihe ability for the higiperformance Aruba Mobility Controller to
manage botfclassifiedVLAN userand classifiedvired users, thereby simplifying the network
design and increasirmyerallsecuity by adding access contrahd user firewalling to all users.

A Multiple services on the same WLANhe ability to have bothinclassifiecand classified access
available irdifferent or the samecoverage areas using a single WLAN network architecture.
Physical separation of usegffic based on advertised network availability and logical
separation of user traffic through the Controllers crypto and tfgemvall functions will ensure
classifiedandunclassifiedraffic is not cemingled.

A Support for both local and remote usersThe ability to rapidly deploy secure access locally
(using WLAN) and remotely (using Remote WLAN) using a sétglerk architecture

A High performance The Aruba M3MVIk1 Controller supports 4Gb/s of ARS6 encrypted
throughput supporting thousands of usesimultaneously Up to four modules can be installed
into a single Aruba 6000 Controller chassis for 16Gb/s of encrypted traffic throughput.

A The lower acquisition and operational cost advantage of a commercial solutather than a
government/proprietay solution

4.8 BlackRerry Voice/Data over WLAN

Research in Motion (RIM) has spent a significant amount of time and resources to create Personal
Electronic Devices (PED#)h the appropriate governmengrade feature set and serity. As a result,
the BlackBrry is now enjoying widespread adoption in the government user community. However,
many forts and bases and their respective buildings frequently lack the cellular wireless coverage
required to ensure seamless access for both voice and data. Organszesio address this challenge
easily without compromising security, performance or mobility by usire-chode cellular + Wi
Black®rry PEDsvith an Aruba WLANproviding wireless coverage across the local facilities.

Components for this solution inde:

BlackBerry Maobile Voice SystemQeates an interface between the existiBjpckBerry Enterprise

Server BE$andthe PBX system to mobilize desk phone features on BlackBerry smartphones.
A Aruba WLAN or VBN infrastructure: Required for Voice ovefidfid Data over Wi

BlackBerry MVS Server: v5.0

BlackBerry Enterprise Server: v4.1 Service Pack 7 and v5.0 and higher

BlackBerryVi-Fi Smartphones

BlackBerry MVS Client: Integrates with BlackBerry user interface natively

> > > >

Aruba Network Infrastructureg High performance campus WLAN and fully functiaeab touch
solution that meets the security, management, troubleshooting gudlity of service needs for a
Black®rry Dataloice over WFi implementation.
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For more information on designing and
deployinga BackBerry WLAN, please
browse the Aruba

Networks website foDptimizing

Aruba WLANSs for Roaming Devices

>

802.11n Outdoorand Remote Access Points:-AF5,AR12x,AR85, AR70
Mobility Controllers: 3000 and M3 series

Policy Enforcement Firewall
software module for Mobility
Controllers

A Adaptive Radio Management
with Voice ALGunctionality
within ArubaOS

> >

Design Guide . e ek

Figure20
Architecture for BlackBrry over WLAN

Arubafeaturesandbenefitsfor BlackRrry Voice/Data nevorking includethe following

A
A

Onenetwork, multiple applications: Usesa common network for multiple servis¢data, voice)

Information Assurance:The combination of Aruba + RIM, leaders in governavaitidated secure

wireless systems, provides a sidu that will enjoy a rapid DIACAP and ATO process.

Enhancedsecurity: | NHzo F Qa4 Ay 0S3INIF GSR dzZa SNX I LI AOF A2y FAN
sending norvoice traffic and can be configured to disconnect devices that violate these policies.

Network desgn optimization: ! NXzo | @igruptv@, gverlay design allowsdieated SSIDs for

voice traffic thatdo not require a separate VLAN in the Aruba architecture

Easier to manage througRF optimization:! NXzo I Q& ! RF LJAA DS wlk RA2 al yl 3S"
voice QoS at the RF / L1 layer by identifying and mitigating interference and by intelligently

managing AP channel and power settings while voice calls are in progress

Quiality assurance throughigime optimizationY PAaAY 3 waQa | AMicd YS T ANY
clients can be given preferential RF time, preventing high performance (802.11n) or legacy (802.11b)

data clients from oveusing the available airtime. Call Admission Control ensures there is enough
bandwidth available prior to starting the callocess, which is then used in conjunction with multi

AP and Multichannel load balancing to ensure a spread of voice users across the available

APs/channels. ARM Band Steering directs-taat (2.4/5 GHz) capable clients to use the 5 GHz

frequency ensung there is airtime on the 2.4 GHz band for the voice clients.

Superior user experience througloaming optimization Several features including predictive
roaming algorithms, key chimg, 802.1x FastConnect, VLAdIhg and central Controller/overlay
design ensures minimal handoff delays as devices roam from AP. tBIAgkBerry smartphones
roam in less than 50ms between Aruba access points, causing no noticeable disruption to voice
communications.
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A Traffic optimization: Multicast/broadcast traffic, nanally challenging traffic types in a WLAN
environment, idimited to ensure that proper bandwidth estis for voice devices/user8andwidth
control ensures that no single device or user monopolizes the availabkoesad bandwidth.

A Voice QoS assuranc&ndto-end QoS mechanisms provide for the entire networkARSD, WMM,
DiffServ). Aruba infrastructure keeps track of RTP traffic flows from BlackBerry smartphones through
deep packet inspection within Mobility Controllers.

A Longer battery life Aruba infastructure optimizes WFi management frame exchange between
the wireless access points and the BlackBerry handsets, and filters out the unnecessary LAN traffic
from the WiFi airspace.
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Section5

Technology Advantages of the Aruba Netwar Solution Architecture
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Using the previously mentioned technology components, Aruba Networks meets the following
requirements for the deployment of secured applications over WLANseamdte networks:

2T

Requirement 1: A High Performance Wireless LAN

Aruba APsanbe deployed in a configuration that mesgthe environmental and performance
requirements of the application. Any Aruba AP can be configured in any deployment wzodpus
(Ethenet attached) mesh orremote. Single radio / dual radio, integrated antenna / external antenna,
YyNHOMMI KOKkIKY &2f dziA2ya -bultBPslpbvide theddstest WLAK S ® !
throughput compared to competitive solutions, and all funcgare fully configured and controlled in
reaktime by the centralized Aruba Mobility Controller. Configuration options limit the frequency bands
/ channels to those approved for the host country, ensuring all CONUS and OCONUS unlicensed
frequency band gdielines can be met by a common architecture.

NXzo |

A key Aruba feature, Adaptive Radio Management (ARM), provides centralized RF management that
eliminates the need for site surveys apiprietary singlechannel singleMAC schemes. ARM has two
purposes: mgimiz performance and minimeinterference. To maximize performance, ARM
implements features such as airtime fairness to prevent one client from monopolizing resources at the
expense of another, automatic coverage hole detection to avoid RF dead apdtautomatic load
balancing to even out client load on A& active RF channels

ADAPTIVE RADIO MANAGEMENT
(ARM) FEATURE
Adaptive Power and Channel Assignments: Automatically
assigns channel and power settings for all APs in the network.
Includes support for 802.11n HT20 and HT40 channels.

Coordinated Access to a Single Channel: Allows nearby APs
on the same channel to share spectrum without increasing co-
channel interference.

Band Steering: Moves 5GHz-capable clients to the 5GHz band
for higher performance.

Channel Load Balancing: Ensures the even distribution of clients

across available channels in a given area to avoid overloading a
single channel or AP.

Airtime Faimess: Provides equal access to the wireless medium
for all clients, regardless of client type, capability, or operating
system.

Airtime Performance Protection: Delivers uniform performance
for all clients by preventing clients, especially slower ones, from
monopolizing resources.

Coverage Hole Detection: Detects and notifies the network
manager when clients are unable to associate at acceptable
speeds.

VALUE

Automates many set-up tasks during network installation and
during ongoing operation when RF conditions change. HT40
support ensures that new double-wide 802.11n channels function
as intended.

Overcomes the challenges of dense AP deployments in the
2.4GHz band typically seen in lecture halls, airport lounges, and
conference centers.

The 5GHz band offers better noise immunity, fewer sources of
interference, and more available channels.

Prevents a single AP or channel from becoming overloaded, and
thereby reducing the performance of associated clients.

Delivers uniform performance of the WLAN for all clients. Prevents
clients from monopolizing resources at the expense of other
clients.

Delivers uniform performance of the WLAN for all clients. 802.11n
users experience faster network speeds even when older
802.11a/b/g clients are present.

Automatically detects potential coverage problems so they can be
cormected quickly.

Figure21
ARM Features and Benefits
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To minimize interference, ARM performs detailed spectrum analysis on each AP and automatically
adjusts channel plans and power settings to ensure appropriate coveraggatainterference in real

time, and manage cohannel interference to coordinate access to nearby APs on the same channel.
Uniquely, ARM maintains full application awareness, allowing the administrator to designate application
flows that should never bmterrupted for RF management. The PEF stateful user firewall also provides
user and layef / application aware QoS controls for batihe WLAN and the IP network & attached

to, ensuring that all useapplication traffic is managed according to thaipy priorities set by the

agency Additionally, bandwidth usage policies can be set to control how much WLAN bandwidth can be
consumed by any single user or group of users.

High performance also means highailability. Both the WLAN (via APs) andGomtroller can be
deployed using a number of simple redundancy options to ensure aeffestiive but highly available
WLAN solution.

Requirement 2: A Secure Operating Environment

Ensuring the security of the WLANS LJt 2 @ Y Sy (iis gatarhoNdt. The ArubSsecure WLAN

architecture offersadvanced wireless intrusion detection and prevention software, which operates on

the same AP, Controller and management hardware/software as used for WLAN access. This allows for
continuousmonitoringand increase®@A A A 0 Af A& 2F (KS ahdseNdpis @B de 6 A 0 K G K
managed within the same infrastructure. Rogue AP / rogue client detection capability is one of many

features of the Aruba wireless intrusion prevention system providing the customer witharalleled

wireless security solution. Wireless Intrusion Detection Sen(ité®Jisa USDoD mandated

requirement and an integrated WIDS solution minimizes the resources required to manage an additional
solution. Optional additional sensors can ephbyed to monitor for unauthorized cellular and/or

.t dzS220K RSOAOS dzal 3S 4 A 0 KA ySerniidée Slobfity Bontlolieriayid | NS @
OS were designed to protect themselves, protect the data transmitted over the network, and protect

the keys and management system that run the network. Together they comprise the only Enterprise

wireless LAN solution that is Common Critena UGAPLcertified, FIPS 14D Level 2 validated, and

Directive 8100.2 compliant.

Requirement 3: Advanced NetwkrSecurity

Security functions (including crypto, access control and firewabiregentralized in the Controller

whichmakes it possible to correlate every packet with an authenticated user ideptityjding

enforcement of access controlona pggero I a A & @ I-Sedtie IMEbdity @odafollerére

designed around enulti-core network processaand multithreaded OShat allows for dynamic re

allocation of resources betweenuttiple functions as neededThis architecture features hardware

acceldN) GA2y 2F Fftf OSYGNItAT SR ONBLII23INI LIKE& LINROSa&A
almQad OdNNBylf & & dzLe92 diyhtd throaghpud éhdirewallpérfornan@ek 60! 9 {

million packets per second and 80Gbps of throughput.

In some alternativevendor wireless networks, eagser communication encryption is performedtire

access pointln this environment, sensitive keys and credentials exist on the access points, which are

installed in unsecurphysicalocations where someone o@d tamper with the devicesThis often
requires installation of these APs into secure enclosures.
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In an Aruba network, sensitive information sucluasrencryption keys remasinside the datacenter

in the Controller In our opinionAP-based cryptodoes notprovide endto-end encryption as

mandated by DoD Directive 810@Q;because encryption ends the AP, not the core of the network.

¢CKA& YIFIYRIGS KFa F2NOSR a42YS 2NBHIFIYyATFGA2ya, G2 RSLI
UGAPLandor DoD Directives compliance, which in turn increase complexity, and causes significant

design challenges and awkward etielvice behavior.

I NMzo | Q &-bade®R<®qlrityledtablishes protection based on wsetric information instead of port
centric néwork access. By uniformly enforcing these policies regardless of where a user enters the
network, security can be assured for mobile users without constraining how and where they roam. Role
based access can therefore be applied to a single SSID, us¢di@omrapplied to both wired and wireless
networks, anddelivercomprehensive access control (integrated firewall; time, location, and service
policies; linkage of guest usage to internal groups; bandwidth management; secure traffic tunneling to
DMZ; custmized login page; active directory integration; usage audit reports).

Role-Based
Access Control

FastConnect

e

RADIUS
LDAP

SSID-Based User Access Rjghts
Personnel Access Control W

T Virtual AP 1
j‘ SSID: SIPR |
v \ o Local
Contractors R i Services
=2
i
Voice -

SSID: NIPR

Secure Tunnel
To DMZ B

- Captive Portal
Video e e

|

Virtual AP 2 % -

Figure22
Identity Based Access Control and Traffic Policy Enforcement

Uniquely, Arubancludes anCSAcertified, high performance, stateful policy enforcement firewall built

into the Mobility Controllemwhich is used to create interior enclaves and enéointeruser and inter

department network security policy. NUzo I Q& FANB gl £t GF1Sa LINSOGSyiaAdsS
internal security breaches and attacks, and features/lavareness. Since the firewiallapplication

awareusing stateful packenspection, it provides better security than the simplecess control lists

(ACL32 FTFSNBR o0& 20KSNJ az2fdziazyao | NHzo | Qa FANB gl €t |
control, applicatioraware RF scanning, and papplication QoS enforcemenCompetngvendors that

do notoffer stateful packet inspection cannot provide these services on application basis.
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Requirement 4: Easy to Deploy, Monitor and Manage

| NHzo I Q& / 2y GNRff SN a2Fdsl NB LI FGF2NYS | NHzo | h{ =
1. Centralization of functionality thatsimplifies mangement and increases security.
2. Hexibility with regard to adding servicgsovidinginvestmentprotection.

3. Integration of network servicegnablingcustomers to deploy fewer physical products with a
correspondng reduction in apital and operational expenses

The Mobility Controller has all required design, deployment and monitoring functions necessary for any
scale WLAN, available via secure user interfaces. APs are instantly and automatically managed by the
Controller at powetup, and are dynamically managed in réale by the Controller as conditions

change. A single central Mobility Controller can manage up to 255 remote Controllers. APs can be
repurposed via ovethe-network software downloads for accgsvirelessintrusion detection, mesh,

and remote accessAPs can be recovered from a failure condition without physically accessing the
RSOAOSa a2 t2y3 Fa GKS@QNB [ o6fS (2 addonXidave Ol G S
can be deployetb manage multiple Aruba or other third party WLAN systems.

Requirement 5: Rapid Validation and Accreditation

Aruba is one of the few technology vendors thatéa product IA professionals fully support as being
well-secured. By centralizing crypteghic functions on the Controller, instead of the WLAN access
points, sensitive information is never stored productsthat areinstalled in physically insecure

locations. Centralized crypto, combined with integrated user access controllewstfirevalling and

WIDS makes Aruba Networks WLAN solutions more secured than many wired networks. This
architecture has alsachieveddoD UGAPL, Army IAPL and JITC certification testing and is the only
WLAN solution to successfully complete Operational TestitgEvaluation. We believe the
comprehensive security capabilities and the technology validations current to the architecture will allow
any DoDor other governmenbrganization to achieve a rapid ATO.

Requirement 6: Expandable, Futuproofed Architecture

TheAruba Networks solution architecture allows customers to build small point WLANSs all the way up to
centrally managed, global WLANploymentsandremote networks.Aruba Networks solutions are

used to build WLANSs, Secure Remote Access networsh Ketworks; all from thesamearchitecture,
products and featuresUnlike other architectures which have limited featuresoffer different

capabilities that are hardware dependent, every major feature within ArubaOS runs on every Aruba
Controller al every Aruba access poimgcluding: Wireless Intrusion Protection Servia@§¥1PS), PEF,
mesh, remote networks, VPN, xSec, voieevises and ARM. Aruba ultimately believes wired networks
are less secure than wireless ahais do not offer the mobility and application flexibility found in
wireless. We believe thagiovernmentorganizationwill begin todeploy many different application
services running on a pervasive glolagbile, highly secured distributed WLAN infrastructurruba
Networksis the onlyvendor currently capable of delivering such an integrated WLAN architecture.

Page |45 published: March 2011

T2

20



networks Aruba Networks Government Subns Guide

Section6

Technology Reference
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6.1 Current ArubaOStandardsGovernmentCertifications and |A/alidations

The following is a summarytlisf Aruba standards, certifications and government validations:

RELEVANT STANDARDS

A Wi-Fi Alliance 802.11n

WFA 802.11a

WFA 802.11 b/g

WFA WME Certification for QoS

AES128 / AESR56 CCMP; AESCM (due 2011)

802.11i / WPA2

802.1x including CAC card support

IPsec

NSA Suite B, including relevant L2/L3 methods and protocols

D> > D> D> D>

NFORMATION ASSURAINZALIDATIONS

ICSA Certified Stateful Intbkser Firewall

FIPS 14Q Level 2 for ArubaOS v2.4.8.25

FIPS 14Q Level 2/Level 3 for ArubaOS v33R2.

FIPS 14Q Level 2/kevel 3 for ArubaOS v3.43.

Common Criteria EA2+

Common Criteria EAL estimated completion May 20)1

B D I

DEPARTMENT OF DEHENS

DoD Directives 8100.2, 8500.1, 8420.1 Compliant

Unified CapabilitiegApproved Products List (WAPL)Certified

Joint Interoperability Test Command (JITC) Compliant

DDR1494 JF12 Equipment Radio Frequency Allocation Guidance

D >

CITS / USAF

A ATO for USAF CITS 2GWLAN
A I-TRM purchase list

A JITCICTO

ARMY

A Listed on US Army Informiah Assurance Approved Products List (IAAPL)
A US Army Technology Integration Center (TIC) tested (passed)

A US Army Type Accreditation

JMIS TIMPO / NAVY
A IATO from JMIS and NAVNETWARCOM
A Navy HERO certification

MILITARY HEALTH SYSTEM (MHS)
A ATO for all MHS fiities

VOLUNTARY PRODUCTEASSIBILITY TEMPLATHEAT)
A Section 508 Compliant
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6.2 ArubaOS Government Software Releases

ARUBAOS 2.4.XLEGACY)

Major Features:
1. Hardware support fo6000SUP2, AB5
2. First FIPS validated version of ArubaOS

Validations:

1. FIPS/alidation
a. Initial FIPS Release: April 2006
b. Most Recent Certificate: ArubaOS 2.2@. September2010
c. Linkto NIST Certification Listirigre
d. Link to Cerficate: 1020

2. Common Criteria Validation
a. Completion Date: June 2008
b. Link to Common Criteria Certification Listing:
c. http://www.commoncriteriaportal.org/products _OS.htmIi#0OS
d. Link to Validation CertificateCRP246

3. US Army Approved Products Listqigegacy Products
a. Date Added: May 2007

4. US DaoD JITC Approvals
a. Date Completed: June 2007

ARUBAOQOS 3.1.X

Major Features:
1. Hardware support for the MMQ00 Controller
2. AP Namesrad Groups
3. ProfileBased Configuration
4. Guest Connect Enhancements
5. Camtroller-Speific Country Code
6. IPsec PSK fdnter- Controller Communication
7. Local EAHLS Termination

Validations:

1. FIPS Validation:
a. Initial FIPS Release: September 2008
b. Most Recent Certificate: ArubaOS 3.1.1.29; February 2010
c. Linkto NIST Certification Listirggre
d. Link to Validation Certificatel019

2. Common Criteria Validatn:
a. EAL4 Validation inclusive by way of ArubaOS 3.4.x
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ARUBAOQOS 3.3.X

Major Features

1.

Nogakwd

New hardware support for 300x Series Controllers, 6030

New hardware support foAP12x Seées 802.11n APs, AP85 Series Outdoor APs

Support for 802.11n; Mesh

Support Reote Access Points deployment model and RAP/3G
Configuration Wizards

WMM Sipport

NewARMFeatures Band Steering, Coordinated Channel Acces£;lamnel Interference
Mitigation, Airtime Fairness, Performance Protection, RX Sensitivitygd, Spectrum Lax

Balancing

Validations:

1.

FIPS Validation:
a. Initial FIPS Release: October 2008

b. Most Recent Certificate ArubaOS 3.3.2.19; October 2009

a. Linkto NIST Certification Listidf)75 and 1077

b. Link to Validation Certificatel075and 1077
Common Criteria Validation:

a. EAL4 Validation inclusive through ArubaOS 3.4.x
US Army Approved Products Listqgctive Products

a. Date Added: March 2010

b. Acessing the Army FAPL Anyone who has an AKO account may access thAd A

US DoD JITC Approvals
a. Date Completed: October 2010
US DoD UBPL Approvals
a. Link toUGAPL Listing
b. { St SO0 a2 6K

3053 & & LIB2 NIYR
G{SINOK !t]¢é

ARUBAOQOS 3.4.X

G! NHzo I bSlig2N] aé

Major Features

1.

oA wWN

Kerberos Authentication
Management Password Policy
Memory Monitor Enhancement
Beacon Regulation

Support for APLO5 802.11n Indoor AP
Enhanced Suppofor 802.11n Mesh

Validations:

1.

2.

FIPS Validation:
a. Initial FIPS Release: October 2008
b. Most Recent CertificateArubaOS 3.2.3 January 2011
c. Linkto NIST Certification Listid@)75 and 1077
Estimated Common Criteria Certification Date: May 2011
a. Link toCommon Criteria Listing
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ArubaOsS 6.1.x
Major Features

1. NSA Suitd8 Encryption Support for Classified and Unclassified Communications
a. ECDHR56/384; ECDS266/384 (Elliptical Curve Key Exchange / Digital Signature
Algorithm)
AES&128/192/256 AESSCM; AEECM Encryption Support
802.11i++ and IPSEC modes
IETF IPv4/v6 Enhancements for Suite B
IKE v2
X.509v3 Certificates
EAPTLSvV1.2
PKI, OCSP, CRLs
Siteto-Site VPN via Sui® Support
EAPOffload / EAPTranslation
al Branch Networking 8N)
Remote AP (RAP) Provisioning Enhancements
RAP Uplink Bandwidth Management (for high priority apps, such as voice)
RAP Wired Client Statistics
Content Security Service (CSS)
e. Manual Provisioning of USB Cellular Modems for Remote APs
3. Virtual Intranet Accss (VIA) Client Feature
a. Supportin Virtual Branch Networking for Remote Access
4. IPv6 Enhancements
a. IPv6 Support for both the Controller and Access Points
5. Spectrum Analysis, including Hybrid Mode Access Points
a. With AR124, AP125, AR105, AP92, AR93 AccesPoints
Control Plane Security (CPSec)
Support for AP2 and APA3 SingleRadio, Duaband 802.11a/b/g/n Indoor Access Points
Support for APL75 Outdoor Rated Duaadio, Dualband 802.11a/b/g/n Access Point
Adds additionaDistributed Encryption and 802.Jtocessing Support
0 ARM & Performance Enhancements
a. Band Steering
b. Multicast Optimization
c. Broadcast and Multicast Enhancements
d. Voice and Video Traffic Awareness for Encrypted Signaling Protocols
11. Licensing Changes
a. Addition of the PEFV license to support ¥liAnts
b. Addition of the Advance@ryptographyLicense (ACR) for support of Stite
c. WIP Licensing Enhancements for Spectrum Analysis Support

2. Virt

oo .U?’C‘-_'-_'.T‘P-"‘YD oo
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Validations:
1. Estimated FIPS Certification Date: December, 2011
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