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Aruba’s Security Activities 
 
Aruba Networks is committed to providing highly reliable and secure products to its 
customers. To this end Aruba Threat Labs actively engages in vulnerability discovery, 
threat analysis and penetration testing of Aruba products to identify and address potential 
security issues internally.    
 
Aruba follows a comprehensive vulnerability response and resolution process in order to 
address vulnerabilities discovered in its products, and every effort is made to make a 
complete fix available as soon as possible. Aruba encourages responsible reporting of 
vulnerabilities discovered in its products by external parties, and Aruba follows 
responsible disclosure practices in informing our customers and the general public of 
such vulnerabilities. This process is facilitated by Aruba’s Wireless Security Incident 
Response Team (WSIRT). WSIRT is the first point of contact for externally discovered 
vulnerabilities and security issues, and can be reached at wsirt@arubanetworks.com. 
 
At Aruba’s discretion, Aruba will publish advisories containing information about 
potential security vulnerabilities.  All information contained in such advisories is 
provided to Aruba customers and partners in accordance with the terms of the license 
agreement that controls the recipient’s use of the Aruba products.  The advisory, or any 
revision thereof, may be distributed by recipient only after Aruba has had an opportunity 
to review and provide its written consent 
 
It is Aruba’s policy to notify all of its customers of vulnerabilities at the same time. 
Disclosure is not selective under any circumstances, other than when there exists a 
potential impact to national security. Further information regarding Aruba’s vulnerability 
response process and disclosure policy can be found at 
http://www.arubanetworks.com/pdf/ArubaWirelessSecurityIncidentResponsePolicy.pdf  
 
Aruba’s commitment to security is also evident through its complete FIPS 140-2 
validated solution that meets the Federal government’s stringent requirements as defined 
in the DoD policy 8100.2. Aruba is also in the process of undergoing Common Criteria 
certification, which further demonstrates Aruba’s commitment to providing enhanced 
confidence in the security of its products and technologies. 


