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EXECUTIVE SUMMARY: KEY FINDINGS
This study explores how IT decision makers (ITDMs) are
approaching data storage, security, processing and insight
at the Edge. The “Edge” is defined as the place where people,
devices, and things connect to the digital world. It’s where
enterprises interact with their customers, where manufacturers
build products, where employees interact with their colleagues,
and where people explore, shop, entertain, and learn.
To make these digital interactions at
the Edge smarter and more meaningful
will require innovations that create an
Intelligent Edge. An Intelligent Edge
orchestrates connectivity and compute
services centrally so that data from users
and devices is processed close to where
that data is generated: enabling real-time
analysis and surfacing actionable insights
that can be used to uncover efficiencies
and improve business outcomes.
This study seeks to understand the
maturity of the Edge as a trend, the
business opportunities it may create,
and the barriers to adoption that
organizations face.

Key findings from
the research include:
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1 Growing urgency
While adoption of the full range
of Edge technologies is still at an
early stage, there is a growing sense
of urgency around the need to
embrace them. Globally, 82% of
ITDMs described their need for an
integrated system at the Edge as
“very” or “somewhat” urgent.

2 Satisfaction at the Edge
Of those already using Edge
technologies, 96% are satisfied
with their organization’s ability to
take advantage of new data and
insights captured at the Edge and
are seeing business benefits. When
asked about the greatest benefits of
capturing actionable data from users’
devices, 53% identified improving
operational efficiencies and costs, 47%
noted greater agility and increased
security, 44% cited capturing deeper
customer insights, and 40% pointed
to creating new products, services and
revenue streams.

3 The emerging divide
Deployment of the right set of
complementary technologies at the
Edge is becoming the defining factor
in an organization’s ability to derive
business value from data. 78% of
ITDMs in production deployment
with networking, security, compute
and storage Edge technologies said
they are actively collecting and
using data gathered from devices
in their technology infrastructure
to improve business decisions
or processes. That compares to
just 42% of those only piloting Edge
technologies, and 31% planning pilots
within the next 12 months.

4 APAC leads
ITDMs in APAC were more likely than
their EMEA or Americas counterparts
to be deploying Edge technologies,
using data extracted from devices
to improve business decisions and
processes, and to say they are within
six months of being able to act on the
majority of data collected.
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Skills shortage

Lack of specialist skills represents
one of the main barriers to Edge
adoption. 93% of ITDMs said
they are missing skills in their
organization needed to unlock
the power of data, with artificial
intelligence (AI) and Machine
Learning (ML) skills the most cited
missing piece.
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Security paradox

There were mixed feelings on how
Edge technology adoption will impact
network security. A majority (57%)
of ITDMs agreed that connecting
IoT or user devices at the Edge had
made or would make their business
more vulnerable, while 33% said
security concerns were one of the top
three barriers to Edge adoption. At the
same time, 47% said that an increase
in security would be one of the biggest
benefits of capturing data from user
devices, and surprisingly 75% indicated
that IoT adoption would have a positive
impact on security in the next two years.
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INTRODUCTION
The data that companies depend upon to track their performance,
understand their customers, and make decisions is changing. More
precisely, it is moving and expanding. By 2025, Gartner estimates that
75% of enterprise data will be generated outside the cloud and data
center environments, a significant increase from just 10% in 2017.1
Data is now being generated, processed
and analyzed at its source – the Edge –
which might be an employee’s mobile
phone, a smart sensor in a factory, a
touchscreen device in a store, or a robotic
assistant in a hospital.
Data is moving to the Edge because it
increasingly needs to be utilized in realtime. Even the sub-millisecond latency
of sending data back-and-forth to the
cloud can undermine the effectiveness
of a system and, ultimately, the desired
outcomes that depend on it. A set of
smart traffic lights, an autonomous piece
of machinery on a production line, or a
monitoring device in an intensive care unit
must be able to rely on constantly available
and actionable data. And as 5G connectivity
comes online, use cases become ambitious
and the volume of data needed to support
them explodes, the only answer will be for
that data to live at the Edge.
As data moves to the Edge, companies
must find ways to follow it. For
organizations that have become
accustomed to a centralized data
management approach this may be
disconcerting initially. But it is becoming
clear to many that the Edge is a concept
they must embrace. The volumes of
data that enterprise networks now
generate mean that the cost and security
implications of trying to manage that data

in traditional environments are prohibitive.
The Edge may be a growing necessity, but
it is also a huge opportunity. With data at
the Edge, the level of insight companies
can derive, the experiences they can
support, and the use cases they could
deploy all become more sophisticated.
The Edge makes possible a new phase of
digital transformation that will bring more
immersive technology to the forefront.
Personalization in retail and education,
preventative maintenance, monitoring and
modernized diagnostics in healthcare, and
advanced automation in manufacturing are
just some of the capabilities that should
follow. Data at the Edge also underpins
many of the safety measures that
organizations are adopting in the wake of
Covid-19, from automated services to social
distancing trackers.

Adoption of data processing and analysis
at the Edge is a trend in its relative
infancy. This report seeks to understand
how organizations across a range of key
industries are engaging with it, including
the use cases they are trialing, the
technologies they are investing in, and the
barriers they are experiencing. It combines
a global survey of 2,400 ITDMs from 21
countries with input from experts who
consult with enterprises about data, AI,
5G, and the Edge.

Processing data at the Edge, in real-time,
allows organizations to get closer to their
users. It provides richer, more granular
insight into people’s behavior – for
example, student progress in a learning
environment, consumer expectations and
responses to experiences, and patient
health on an everyday basis. Increasingly,
these insights should allow organizations
to cater to these users as individuals and
not subgroups. Experiences, whether
in a classroom, retail store or hospital,
can be tailored, adjusted, and improved
accordingly.

This report shows how that
will happen, and what IT leaders
can do to future-ready their
organizations as we enter
a new era of business.

The shift to the Edge is a process that
is already starting to unfold, driven by
the relentless growth in data from
connected devices. In the coming years,
the generation, transmission, processing
and storage of data at the Edge will
become pervasive.

1. https://www.gartner.com/smarterwithgartner/what-edge-computing-means-for-infrastructure-and-operations-leaders/
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1|THE DATA DELUGE
In recent years, not only has the volume of
data generated within organizations rapidly
grown, but so too has the importance of
deciphering that data for business strategy
and success. Data gives companies an
ever-more granular view of their customers’
needs and behaviors and can illustrate the
performance of business operations in
real-time, allowing companies to pursue
opportunities and avert problems. In
addition, data underpins a company’s
ability to unlock the transformative benefits
of automation and AI.
As organizations pursue digital
transformation with even greater urgency
than before as Covid-19 lingers, data is
the cornerstone. With vast volumes being
generated by the growing universe of user
devices and IoT sensors, organizations must
improve their ability to harness, analyze,
secure, and store the data at their disposal.
This is not a new challenge, but our
research suggests it is becoming more
acute as companies struggle to keep pace
with the volume of data flooding out of
the influx of IoT devices and congested
enterprise networks.

A third of ITDMs surveyed globally said
that ‘there is too much data for our
systems to handle’, while 28% suggested
they cannot process the data quickly
enough to take action on its insights.
Over a fifth (23%) also highlighted
problems with budget, a lack of skills,
and an inability to collect data from so
many different sources.

of ITDMs said that

‘there is too
much data for our
systems to handle’

IT leaders in APAC suffered most from
the data deluge, with 37% across the
region saying they have too much for their
systems to handle, versus 35% in Americas
and 29% in EMEA. On a country basis,
among those who cited the problem most
were Brazil (49%), UAE (47%), India (46%)
and China (43%).

IT leaders by region
who have too much for
their systems to handle

37%
in APAC

28% suggested they cannot

35%

23% also highlighted

29%

process the data quickly
enough to take action

problems with budget,
a lack of skills, and an
inability to collect data

in Americas

in EMEA

49%
Brazil

47%
UAE

46%
India

43%
China

These findings build on research that
Aruba conducted in March, in which
62% of ITDMs in EMEA said they
are not in complete control of their
company’s data, and 52% stated that
they struggle to translate data into
actionable insights.2

2. https://www.arubanetworks.com/assets/Data-to-Decisions.pdf
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As IT departments grapple with corralling
growing volumes of data from an
increasing number of sources, many are
yet to reach a stage where they can make
the data work for them. While 48% of
ITDMs said they can extract and analyze
data from their network sensors and
devices and use those insights to
improve decisions or processes, 40%
said they can extract the data but cannot
yet apply it. Just 9% said they are
within six months of being able to act
on the majority of data collected from
their network, while the majority (54%)
estimate they are at least one year away.

48%

can extract and analyze
data and use those insights

40%

can extract the data
but cannot yet apply it

9%

are within 6 months of being
able to act on data collected

54%

According to Ayesha Khanna, Co-Founder
and CEO of ADDO AI, who advises large
organizations in APAC on implementing
AI, many of these organizations are
struggling to implement ambitious
plans that rely on effective data
management at scale.
“We have found that the number one
problem is lack of clarity and lack of
definition on what is needed,” she says.
“People really get overwhelmed by the
possibilities and, nine out of ten times, the
data is disorganized, there’s no meta data
management, no data lineage, and not even
proper logging of the data.”

“We have found that the number
one problem is lack of clarity and
lack of definition on what is needed
(...) People really get overwhelmed
by the possibilities and, nine out of
ten times, the data is disorganized”
Ayesha Khanna,
Co-Founder and CEO of ADDO AI

With many enterprises trying to “run
before they can walk” with data, they
must now face a new reality: the shift
in data generation from the cloud and
data center environments towards the
Edge, where devices such as mobile
phones and smart sensors connect to the
network. This is the simple consequence
of a continuing growth in connected
devices, which numbered an estimated
7.6 billion at the end of 2019, a total
expected to more than triple by 2030.3
As IoT devices become ubiquitous across
production lines, warehouses, fleet, and
offices, they will become responsible over
time for the lion’s share of data that an
organization generates.

are a year away of being
able to act on data collected

3. https://transformainsights.com/news/iot-market-24-billion-usd15-trillion-revenue-2030
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“With respect to the Edge, we’re talking
about a huge amount of streaming data,”
says Patrick Schwerdtfeger, founder
of Trend Mastery Inc.
“There might be hundreds of sensors
in a network, all sending data in real-time.
Do you want to transmit all that data over
a wire and process it in a datacenter? You
could try, but you’d be incurring a huge
amount of latency and it’s going to cost a
ton of bandwidth. So you do as much as you
possibly can at the Edge.”
Ayesha Khanna concurs that, for high
volumes of live streaming data, working
at the Edge becomes a necessity.
“Even with 5G the latency isn’t low enough
unless you do Edge Computing. Then there’s
the cost. Most companies can’t afford to
send terabytes of data per second back to
the cloud,” she states.
In other words, as more data is produced
by connected devices at the Edge, it must
also be processed, stored and analyzed at
the Edge. The costs of transmission quickly
become unsustainable at scale.
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Moreover, the latency created by this
approach undermines some of the
essential use cases of the Edge, such as
autonomous vehicles that must make
decisions based on data in real-time
to ensure safety. When real-time really
means real-time, it is becoming essential
to ensure that data processing happens
where latency is lowest: at the Edge. For
organizations that are already struggling
to derive value from their data, this might
seem a daunting prospect.

“There might be hundreds of sensors in a
network, all sending data in real-time (...)
you’d be incurring a huge amount of latency
and it’s going to cost a ton of bandwidth. So
you do as much as you possibly can at the Edge”
Patrick Schwerdtfeger,
Founder of Trend Mastery Inc.

Yet as AI expert Inma Martinez,
an advisor to the board at the All
Parliamentary Party Group on A.I. at
the House of Lords in the UK points out,
processing data at the Edge doesn’t mean
a company needs to invest in major, new
network infrastructure. Organizations
instinctively recoil from the prospect
of something new and complex, not
appreciating that working at the Edge can
save them time and money.
“Most clients don’t understand that the Edge
allows them to be faster operationally. Even
with AI, you can run the program on Edge, on
device,” she says.
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2|TOWARDS THE EDGE
IT leaders need to appreciate how much
data is shifting from cloud to Edge. And
while this requires a new mindset and
approach, it does not mean organizations
necessarily need to prepare for a costly
and complex transition. The Edge is not
just about the innovative use cases of data
that can be processed and harnessed in
real-time; it is also about a more efficient
approach to capitalizing on data in modern
enterprise networks, one that removes
cost and increases speed and reliability.
Deploying at the Edge will help companies
optimize as well as innovate.
The move to the Edge is becoming an
increasingly clear opportunity and a
necessity for enterprises to remain
competitive. But at what pace is this
shift taking place? Is the Edge a topof-mind priority for IT leaders, or a
trend expected to unfold only gradually
over the coming years? And are
organizations moving quickly enough
to take advantage and mitigate risk?

Our global study painted a mixed picture
when it comes to deployment at the Edge.
Approximately 72% of ITDMs reported
that they are using Edge technologies
– spanning network, security, compute
and storage – either through select pilots
(44%) or in production deployment (28%).
Another 16% expect to implement Edge
projects within the next year.

72%

of ITDMs
reported that
they are using

Edge technologies
With another
16% expected to implement
Edge projects within the year

ITDMs in India were most likely to be in
production deployment (58%), followed
by Brazil (43%), and with France (42%)
and Italy (39%) featuring strongly among
EMEA markets. By contrast, just 16% in
Canada, 13% in the UAE, and 12% in the
UK are at the same stage.

58%
India

43%

16%
Canada

13%
UAE

12%
UK

Brazil

42%
France

39%
Italy
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Many companies still don’t see the
potential to solve business problems
through Edge deployment, says Inma
Martinez. “The amount of consulting
and evangelizing needed is significant,”
she reflects. “We have to show clients the
problem they have and how to address
it, rather than them saying we have this
problem and we need an Edge solution.”
A lack of understanding around the
Edge could also be linked to a shortage
of accessible, transferrable use cases.
“Every use case that is deploying Edge
is still very small, very particular or
considered proprietary. Nothing has
become standardized,” Martinez argues.
In addition, she believes that organizations
are more willing to adopt what others
have proven to be successful than to
experiment independently: “Any emerging
technology usually has this component
where the amount of evangelizing is such
that no one understands the potential
unless you paint it for them and bring the
solution already packaged.”

As an early-stage proposition where much
education is still required, and most use
cases are still taking shape, it is no surprise
that most ITDMs are thinking about
the Edge as an emerging need, not an
immediate one. Asked how great their
organization’s need was for an integrated
system at the Edge, just 30% said they
considered it “very urgent” against
65% who deemed it either “somewhat
urgent”, a priority for the next one to
three years (52%), or “not very urgent”,
to be deployed beyond the next three
years (13%). Only in India (62%) and
Turkey (54%) did a majority say that they
felt the need for such a system today.

30%

said their
need for an
integrated
system at the Edge
was very urgent

Beyond general reluctance to embrace
an early-stage trend, ITDMs also
highlighted specific barriers to
adoption. Asked to rank the three main
factors keeping their organization from
deploying at the Edge, 41% pinpointed
cost of implementation, 33% noted
security concerns, 32% cited a lack of
expertise or skills, and 30% claimed
a lack of agility in current IT systems.

41%

cost of
implementation

33%

security concerns

32%

“Any emerging
technology usually
has this component
where the amount
of evangelizing is
such that no one
understands the
potential unless
you paint it for them
and bring the solution
already packaged”
Imma Martinez,
Advisor to the board at the All
Parliamentary Party Group on
A.I. at the House of Lords in the UK

lack of expertise
or skills

30%

lack of agility in
current IT systems
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Ayesha Khanna cautions that many
organizations also have some catching
up to do before they will be in a position
to start deploying at the Edge. “Most
companies don’t have a sophisticated sense
of what it means to have a data strategy.
And they’re just coming to terms with this
idea of a central data lake.”
She has observed early signs of
engagement with the Edge in APAC
and noted, “We have just begun initial
conversations with telcos who are now
doing some joint pilots and proof-ofconcepts with manufacturers or retailers,
but it’s not at any stage of maturity.” At the
same time, she sees the opportunity for
this to evolve in the next handful of years.
“There has been a bit of a sea change
recently and a recognition in large
companies across logistics, banking,
telecoms, and healthcare that you need a
data platform. Now they are asking us not
to build small pilots, but a scalable strategy
and infrastructure. I think in the same way,
in the next two-to-four years, we might see
people move from pilots around the Edge to
asking for infrastructure development: to
put in the proper systems that allow it
to become pervasive.”
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“There has been a (...)
recognition in large
companies across
logistics, banking,
telecoms, and
healthcare that you
need a data platform
(...) in the next two-tofour years, we might
see people move
from pilots around
the Edge to asking
for infrastructure
development”
Ayesha Khanna,
Co-Founder and CEO of ADDO AI

That recognition may be further driven
if a gap in capabilities opens between
those who are deploying at the Edge,
and others who lag behind the trend.
Our survey suggests that this may
have already started to happen: 78%
of ITDMs in production deployment
with Edge technologies said they are
creating actionable insights from
the data extracted from devices and
the network to improve business
decisions or processes, compared
to just 31% who expect to trial Edge
projects in the next year, and 24% who
will wait beyond this year to get started.
Deployment of technology at the Edge is
already becoming a defining factor in an
organization’s ability to unlock the value
of its data.

If adoption at the Edge remains in its
infancy, the catalyst for change will be
proof of concept. As use cases become
prevalent and widely-known, and the
necessity of processing data nearer its
source becomes more apparent, the Edge
should gain traction as a concept and
business priority. The question therefore
arises of how those proofs will emerge.
Where will the Edge prove most valuable
for the organizations that are piloting
deployment there, and what benefits
can early adopters expect to realize?

78%

of ITDMs in
production
deployment with
Edge technologies
said they are

creating actionable
insights from the
data extracted from
devices and the
network to improve
business decisions
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3|AT THE EDGE
While many companies are not yet in a
position to implement at the Edge, most
are keenly aware of the advantages of
data generated on user devices there.
Asked about the biggest benefits of
capturing such data, 53% pointed to the
ability to improve operational efficiency
and costs, 47% to the greater agility and
increased security that could result,
and 44% to the potential for deeper
customer insights.

53%

the ability to
improve operational
efficiency and costs

47%

greater agility and
increased security

44%

the potential
for deeper
customer insights
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Whether data is collected from user
devices or autonomous sensors, it
can help companies understand their
organization in a new way. Harnessing
this data offers greater insight into the
behavior of consumers and employees,
better oversight over the performance
and maintenance of equipment, improved
visibility over complex supply chains,
and more control to regulate dynamic
environments where autonomous
equipment needs the ability to adjust in
real-time.
This builds on the success many
organizations have already had in
implementing IoT solutions in recent
years. In our survey, the vast majority
of ITDMs said IoT adoption had had a
positive impact on innovation: 83% cited
better operational efficiency, 80%
saw improved quality of customer
experience, 75% recognized greater
profitability, 74% were able to open up
new revenue streams, and shockingly
73% noted greater security.

83%

better operational
efficiency

80%

improved quality
customer experience

75%

greater profitability

74%

new revenue
streams

73%

noted greater
security

Deploying at the Edge, where this data can
be harnessed in real-time, amplifies these
advantages. The closer a business gets to
where data is being generated, the greater
its visibility, agility, and responsiveness
should become in turn.
Inma Martinez described a project for
a European brewing company, where a
combination of IoT, AI and Edge Compute
built a predictive model that could identify
when machinery was at risk of breakdown
based on the sound it was making, at
a level undetectable to the human ear.
Predictive maintenance solutions of this
kind have become a mainstream use case
of IoT across the manufacturing and Oil
& Gas sectors, and the addition of more
processing and analysis capability at the
Edge promises to enhance it further.
This anecdote reflects the current
reality that most organizations are more
focused on the ability of the Edge to
deliver optimizations of their existing
business model than to help transform
it. Compared to the 53% who thought
improving operational efficiency and
costs was one of the main benefits
of capturing device data, only 40%
highlighted the opportunity to create
new products, services, and revenue
streams.
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Patrick Schwerdtfeger cites the natural
cycle of emerging technologies as one
explanation. “The cost reduction piece
comes first. And then people start realising
that they can sell what they’ve built.”
Inma Martinez concurs that companies
need to build their confidence in an
unfamiliar area by showing it can create
tangible value through efficiencies.“When
you can prove to them that this reduces
costs, they listen to you. Most are more
interested in reducing costs than the
potential of increased revenues, because
they need to prove to shareholders that
they can increase their margins.”

“The cost reduction
piece comes first.
And then people start
realising that they can
sell what they’ve built”
Patrick Schwerdtfeger,
Founder of Trend Mastery Inc.

But if most companies currently
deploying at the Edge are primarily
focused on achieving efficiencies, that
is just one element of the value that
could ultimately be created. The more
effectively an organization is able to
process and mine user data in real-time,
the more personalized products, services
and experiences it can create for both
employees and consumers. Working at
the Edge will allow organizations not just
to be more precise in operations, but
– equipped with unparalleled access to
real-time data – more innovative in the
kind of business they build.
This has the potential to transform major
industries, facilitating the next stage of
digital transformation, as companies
move beyond optimization to create
entirely new experiences in a world where
digitization is becoming immersive and
all-encompassing. In retail, this could
mean an experience that blends the
information and insight consumers expect
from e-commerce with the ability to
physically test and experience products. In
healthcare, it will take diagnostics, patient
monitoring and early intervention to the
next level. In manufacturing, Industry 4.0
and Industrial IoT could finally emerge, as
factories embed technology that will allow
them to be safer, more efficient, and more
adaptable.

1 Education
Asked how they are utilizing the Edge today,
49% of ITDMs in education cited the
use of IoT and location-aware solutions
to improve campus safety. With some
schools and universities now beginning to
return in a Covid-19 environment, ensuring
the health and safety of students and
teachers has never been more important
or complex. Deploying IoT solutions at
the Edge (45% also said they are using
IoT sensors for student tracking) gives
administrators greater visibility over
how people are moving around campus,
which can help to ensure social distancing
policies.
The Palo Alto Unified School District in
California has seen an increase in IoT
usage to automate building controls and
physical safety.
“Currently, we have IoT devices deployed for
building controls and door locks, but expect
that to progress quickly as more facility
innovations become available,” explained
Derek Moore Moore, CTO for the Palo
Alto Unified School District.

With hundreds to thousands of new
IoT devices needing secure onboarding
access to the network, Moore is exploring
new Edge technologies that can simplify
the process at scale freeing up his IT
team’s time. “Today, we’re experiencing
IoT onboarding bottlenecks because new
devices impact our IT staff,” says Moore.
“We’re evaluating the addition of network
access control technologies that would
enable authorized users outside of IT to
quickly add new devices self-sufficiently in
a manner that supports our security and
network management posture.”
ITDMs in the sector are also looking at how
the Edge can be harnessed to improve
the learning experience. Almost half
(45%) mentioned the use of AI and
ML data to monitor and coach pupils,
while 44% pointed to the potential
for more personalized learning plans,
and 37% noted the capacity to deploy
augmented reality (AR) or virtual reality
(VR). The Edge may facilitate a shift from
a status quo where technology is used
within a traditional classroom to one
where it creates an entirely new learning
environment, with the capacity to provide
more tailored support to individual pupils.

Through both our global survey and
interviews with experts, we asked
what this next stage of deployment at
the Edge might look like for five key
industries: education, hospitality, retail,
healthcare, and industrial.4

4. Survey responses are limited to ITDMs who said they are in production deployment with Edge technologies, or who have select pilots for Edge use cases
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2 Hospitality
The hospitality industry has been
among those most affected by
Covid-19. Lockdowns and travel
restrictions effectively shuttered the
industry for several months, and are
expected to significantly reduce demand
well into the future. To try and rebuild
confidence, the industry is embracing
technology that can provide a safer,
more hygienic, and socially distanced
experience for customers.
Removing personal interaction around
check-in is one part of this, with 49% of
ITDMs in the industry having already
utilized facial recognition technology
to ensure a contactless experience.
Since the pandemic, some hotel groups
have also upped their investment in
robotics that can assist with carrying
luggage, sterilizing common areas, and
providing concierge services.

3 Retail
Beyond harnessing the Edge to meet new
safety standards, hotels are also looking
at how data and emerging technology can
enhance the guest experience. 45% of
ITDMs have experimented with live,
real-time, multi-language translation and
43% have tried AR and VR experiences.

45%

of ITDMs have
experimented with

live, real-time,
multi-language translation

43%

have tried

AR and VR
experiences
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From supply chain optimization to stock
management, dynamic pricing and the
consumer experience, there is a breadth
of opportunities for retailers to utilize
the Edge to enhance their business
models.
For many, this coincides with the urgent
need to overhaul outdated and inflexible
systems that rely on legacy technology.
Inma Martinez has worked with large EMEA
retailers and highlights the difficulty many
face in making technology work for them
within aging systems. “Because barcodes
are a technology created 50 years ago,
the information they give you is extremely
rudimentary,” she says. “For example you
have no idea of the provenance, which
is something both supermarkets and
consumers are very keen to know. That is a
huge burden for retailers because they have
to embed it themselves.”
This, she recounts, involves a laborious
process of retailers manually adding their
own tags, data signaling, and finally price
tags onto a product after it arrives from the
manufacturer.

Deploying more advanced technology at
the Edge can help retailers modernize
such systems by improving efficiency
and, ultimately, enhancing the customer
experience.
Our survey found that 51% of ITDMs
in retail have utilized the Edge to
continuously track and monitor items
through the supply chain, while 50%
have sought to provide customers with
automated, instantaneous calculations
of their shopping cart’s price and
environmental footprint. Almost half are
also experimenting with personalization
of live retail (46%) and dynamic pricing
based on real-time data around footfall
and sales volumes (45%).
That could be just the beginning, with
retailers also looking at more innovative
areas such as VR that allow people to
virtually try on clothes, and multi-sensory
experiences that allow consumers to touch
goods virtually. From end-to-end, the
Edge will be fundamental to how retailers
embrace digital transformation in every
aspect of their businesses.
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4 Healthcare
The transformation of healthcare that
has long been envisaged, with a greater
emphasis on remote care, intervention and
monitoring, has rapidly accelerated during
Covid-19. The proportion of people using
telehealth services in the US has gone
from 11% last year to 46% during the
pandemic.5
Now the delivery of care is set to transform
at a much greater pace, wherever it takes
place. In hospitals, there is a growing
focus on utilizing the Edge to equip
healthcare providers with improved
tools and applications (currently done by
49% of ITDMs), and ensuring continuous
availability of patient data at the point
of care (47%). A significant proportion
(45%) are also using IoT sensors to
continuously monitor patient data in
real-time and generate early-warning
notifications at bedside.
Better use of data to monitor patients
will soon expand to data that can power
algorithms with diagnostic capability.
“In the next five years, the amount of
medical diagnosis done using an AI-based
system that resides on devices, is going
to be massive,” says Inma Martinez. “No
radiologist or oncologist will use the
naked eye to look at sample tests from
blood markers to see if you have cancer.
Everything is going to be run on massive
AI modeling systems.”

5 Industrial
And those systems will be deployed on a
device, at the Edge. “Hospitals, which have
traditionally been extremely analog, will
become digitized,” Martinez says. “And the
Edge is a major benefit for them, because
many things in medicine need to be done
in real-time.”
Data at the Edge can also contribute to
ensuring fewer people need to use a
hospital in the first place. 40% of ITDMs
working in healthcare are utilizing
the Edge for more effective health
monitoring and remote advice, targeting
a reduced number of hospital admissions
as a result. The Edge will fundamentally
change not just how hospitals are designed,
built and used, but also their role in how
healthcare is provided.

The wider industrial sector has been a
consistent, early adopter of data-driven
and IoT solutions. Smart sensors allow
manufacturers to monitor machinery
and ensure quality control, while Oil &
Gas organizations use IoT to gain visibility
into lengthy and complex infrastructure,
identifying faults and implementing
predictive maintenance.
ITDMs from the industrial sector
said they are utilizing the Edge to
securely connect remote sites and
personnel (47%), proactively monitor
the degradation of machine and user
experiences (41%), and ensure alwayson, robust network operation under
fault conditions (40%).

In industrial environments, the latency
benefits of deploying at the Edge are also
likely to be significant as manufacturers
introduce more autonomous equipment
that must adapt to changes in real-time
to ensure both quality and safety. The
promise of smart factories – that greater
use of data, robotics and autonomous
systems will improve quality, output and
uptime – will increasingly rely on effective
deployment at the Edge.

40%

of ITDMs working
in healthcare are
utilizing the Edge

for more effective
health monitoring
and remote advice

5. https://www.mckinsey.com/industries/healthcare-systems-and-services/our-insights/telehealth-a-quarter-trillion-dollar-post-covid-19-reality
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4|BARRIERS TO THE EDGE
While the opportunities and use cases
for the Edge are increasingly clear, there
are some equally apparent barriers to
adoption. After cost, the most significant
concerns cited by ITDMs in our survey were
a lack of available skills, and security.
“We have a real skills gap,” says Ayesha
Khanna, specifically in reference to the
APAC region. “You have great companies
offering the infrastructure, but there is a
definite skills shortage in the industry, and
100% of the firms we go to don’t have the
data engineers and the data infrastructure
experts needed to make things work.”
That is partly, she suggests, the result of a
rapid specialization of job roles within data.
“People think you’re either a data scientist
or a data architect. But a data lake architect
is fundamentally different from someone
who can optimize different storage layers,
from someone who deals in structured or
unstructured data. You need specialists for
all these things.”

On one project, she recalls that people
with 26 different job roles were involved,
including 18 concerning data alone.
ITDMs in our survey concurred that they
face skills shortages in key areas, including
AI and ML (43% globally), analytical skills
(41%), technical skills and information
security/risk management skills (both
37%). ITDMs in APAC reported aboveaverage shortages in all areas. By contrast,
compared to the 34% in APAC who
identified a shortage of skills and expertise
as a top three barrier to Edge adoption,
just 24% in Americas said the same. In
total, 92% of ITDMs globally said they
are missing skills needed to unlock the
power of data in their organization.

92%

of ITDMs globally
said they are

The shortage of data engineers is such,
Patrick Schwerdtfeger contends, that it
is likely to accelerate the development of
algorithms that can write code and put
together model solutions for using a given
set of data to solve a stated business
problem.
As well as contending with skills gaps,
companies deploying at the Edge are
also having to grapple with the security
implications of such a major expansion in
the scope of most enterprise networks.
A majority (57%) of ITDMs agreed that
connecting IoT devices at the Edge had
or would make their business more
vulnerable, while 33% highlighted
security concerns as one of their top
three barriers to implementation, ahead
of lack of expertise/skill/understanding
(32%), and lack of agility in current IT
systems (30%).

57%

of ITDMs
agreed that

connecting IoT
devices at the
Edge had or would
make their business
more vulnerable

missing skills
needed to unlock
the power of data
in their organization
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For KEMET Electronics Corporation, a global
leading supplier of high-end electronic
components, the lack of agility in current
IT systems was a gating factor in broader
and faster implementation of IoT devices
on their network. “One of the issues we
faced was manually authenticating IoT
and employee devices onto the network
securely,” said Tony Krawczynski, Manager
of Network Services for KEMET Electronics
Corporation.
“It could easily take an engineer up to
two hours to properly connect some IoT
devices or give an employee access at a
distant facility, while our business talent
simply waited. Using network access
control technology at the Edge allows us to
automatically identify and classify devices,
based on multiple criteria, providing device
and user access based on policies we set,
and simplifying our lives while automating
the security process.”
Yet the picture on security is not entirely
straightforward. While on one level the idea
of data being stored and processed at the
Edge implies an increase in potential attack
surfaces, there could also be advantages.
“You’ve got conflicting incentives,” says
Patrick Schwerdtfeger.
“If you’ve got a centralized data center
you’ve got one point of security, so that
makes it easier. But then you also have the
risk of a huge data breach where your entire
dataset is at risk all in one shot. If you go to
the Edge, you’ve potentially distributed the
security risk.”
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In many ways the security realities of the
Edge – where devices, data and processing
are spread widely – reflect those of the
network as a whole: external perimeters
are dead, and each traffic flow now needs
its own segmentation and perimeter, with
all devices modeled according to their
risk profile and activity, and continuously
monitored for anomalies. Accordingly,
ITDMs said they are now focusing on
security measures including software on
devices (62%), network access control
(56%), AI-powered security analytics and
attack detection (46%), and centralized
device management (46%).

Just as IT leaders are moving to the Edge
to take advantage of the opportunities
it offers, they must also respond to the
challenges it creates. “There’s a saying that
you should centralize where you can, and go
to the Edge where you must,” says Patrick
Schwerdtfeger. “Because there are a lot of
advantages in bringing things to the Edge,
but risks too.”
As the Edge becomes a more prevalent
consideration for most organizations,
that is a balancing act to which ITDMs
must get accustomed.

“One of the issues
we faced was manually
authenticating IoT and
employee devices onto
the network securely”
Tony Krawczynski,
Manager of Network Services
for KEMET Electronics Corporation

And while many ITDMs are concerned that
their business is becoming more vulnerable
as more devices connect to the network,
theirs is not a universal view. A significant
minority (40%) disagreed that this was the
case, while 73% said that the adoption of
IoT has had a positive impact on their
organization’s security. Processing at the
Edge does not necessarily create a lesser
or greater security threat, but a new set of
security challenges inherent in a heavily
decentralized system.

73%

said that the
adoption of
IoT has had a

positive impact on their
organization’s security
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CONCLUSION: ROADMAP TO THE EDGE
As a concept, the Edge can seem complex and intangible. But for
most large companies, it is less a distant prospect than a rapidly
emerging reality. The networks they are building, populated
with connected devices that grow constantly in number, and the
technologies they wish to leverage, from machine learning to 5G,
all point in the same direction. To take advantage of this new data
era, enterprises need to move to the Edge. It is the only way to
deliver the low-latency, high-volume, minimum-cost actionable
insights that will be required to optimize and innovate.
If that is the reality,
what should companies
beginning to explore this
area focus on? We asked
our three experts, and some
of their advice follows:

1

Experiment and
explore use cases:

Companies need to take an experimental
approach to discover use cases that
have not yet been proven, argues Patrick
Schwerdtfeger. “Start testing and start
experimenting. Task someone in your
organization to start thinking about how
you can move something to the Edge, and
what the advantages are. Take a measured
approach: you can always scale out later if
you find a use case that’s really working.”
Such an approach should be supported
by a better organizational understanding
of data, says Aruba CMO Chris Kozup.
“You need to understand the data and do
some level of data mapping. What is and
isn’t being captured? With a data map,
innovators gain a better understanding of
the lay of the land, what cards they hold,
and how the data can be applied.”

30

2

Start with business
problems:

Ayesha Khanna counsels a methodical
approach to the Edge. “Don’t start with the
technology, start with the business problem
or goal. It’s surprising how often people try
to insert technology first when they should
be starting with business and customercentricity.”
Chris Kozup agrees that enterprises must
be clear and precise in their goals. “Have
a clear vision of what outcome you want to
achieve. Is your goal to automate for cost
savings, to increase customer satisfaction,
or to sell more of a certain product? Then
you need to ensure these goals are well
socialized with the wider business and
stakeholders.”

At this point, Khanna says, you can turn
to execution. “Once you have the business
goals, you need to work out what data you
will need, then identify your latency cost
and security goals. Given the amount of
data and the speed at which you will need
it, the Edge will make sense in a lot of cases.
But it should be a logical step-by-step, not
introducing the Edge right at the beginning,
because it’s new.”
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CONCLUSION: ROADMAP TO THE EDGE
As a concept, the Edge can seem complex and intangible. But for
most large companies, it is less a distant prospect than a rapidly
emerging reality. The networks they are building, populated
with connected devices that grow constantly in number, and the
technologies they wish to leverage, from machine learning to 5G,
all point in the same direction. To take advantage of this new data
era, enterprises need to move to the Edge. It is the only way to
deliver the low-latency, high-volume, minimum-cost actionable
insights that will be required to optimize and innovate.
If that is the reality,
what should companies
beginning to explore this
area focus on? We asked
our three experts, and some
of their advice follows:

3

Build confidence
in the concept:

IT leaders who want to utitlize the Edge
within their organization should remember
that the usual rules around proof of
concept still apply. They need to advocate
the idea and find ways to demonstrate
its value to the wider business, building
permission to go further.
“Put in the data pipelines, see what’s
scalable in the data infrastructure, then
improve and be responsive,” says Khanna.
“Then once you show the value to the
business through data storytelling and
dashboards, they will understand and a
momentum will be built.”
Over time, Kozup suggests, the focus
should shift towards higher value activities.
“Look for ways to automate and simplify
lower levels of the stack and focus on
the top of the stack – applications,
experiences and outcomes – rather
than the inefficiencies of the underlying
infrastructure.”

32

4

Think
commercially:

Finally, companies should not limit their
thinking to what happens within their
organization. Developing use cases at the
Edge is not just an opportunity for business
optimization and growth, it could also have
commercial value in its own right. Failing to
do so is a missed opportunity, says Inma
Martinez.

Patrick Schwerdtfeger agrees that
deployment at the Edge can be a wider
business opportunity. “If you do something
for yourself, you can immediately start
doing it for your own competitors, and have
a subsidiary that’s providing this kind of
service to your own competitors within the
marketplace.”

“For years the energy industry has been
using algorithms to manage their assets,
prevent and predict potential landslides,
manage electricity grids and protect them
from cyberattacks,” she says. “But I have
never seen the industry cascading these
extremely well-trained algorithms to other
sectors.”
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RESEARCH METHODOLOGY
Aruba commissioned independent market research company Vanson Bourne
to conduct a global quantitative research study with 2,400 IT decision makers in
May 2020. Respondents came from organizations with at least 500 employees,
across a range of sectors. All interviews were conducted using a rigorous multilevel screening process to ensure that only suitable candidates were given the
opportunity to participate.
About Vanson Bourne
Vanson Bourne is an independent specialist in
market research for the technology sector. Its
reputation for robust and credible researchbased analysis is founded upon rigorous
research principles and its ability to seek the
opinions of senior decision makers across
technical and business functions, in all business
sectors and all major markets. For more
information, visit www.vansonbourne.com.

About Aruba, a Hewlett Packard
Enterprise company
Aruba, a Hewlett Packard Enterprise company,
is a leading provider of next-generation
networking solutions for enterprises of all sizes
worldwide. The company delivers IT solutions
that empower organizations to serve the latest
generation of mobile-savvy users who rely on
cloud-based business apps for every aspect of
their work and personal lives.
To learn more, visit Aruba at www.
arubanetworks.com. For real-time news updates
follow Arubaon Twitter and Facebook, and
for the latest technical discussions on mobility
and Aruba products visit Airheads Social at
community.arubanetworks.com.
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