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Introduction
The requirement for 24 x 7 connectivity and services for healthcare environments
translates to enormous pressures for healthcare IT departments. The requirement for
no downtime limits the ability to adopt new technology quickly and can cause massive
amounts of “technical debt” in the process. With new medical care solutions arriving
almost daily, the HIT network has become a risky environment to deploy new ways to
care for patients. Additionally, healthcare is one of the most targeted and breached
industries by cybercriminals who strongly desire electronic medical health records. The
pressure on HIT to maintain a strong security posture in the face of this rapidly evolving
challenge has only added more complexity and frustration to IT operations.

Key healthcare challenges
Quality patient care
...an aging global population, regulatory demands,
and provider burnout all contribute to the challenge
Patient experience
…a key metric for medical cost reimbursement
that requires investments in proactive ways to
engage the patients
Technology
… to enable frictionless and non-intrusive
delivery of modern patient care
Network
…to enable a resilient and secure network
ensuring no downtime limits their ability to
adopt new technology quickly
Data and security
… to leverage real-time and actionable insights
from patient data to make informed care decisions
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Healthcare transformation: Is your network ready?
Digital tools and technology will shape new healthcare services, creating a modern and personalized healthcare experience for
everyone — patients, providers, and administrators. Is your network ready to provide resilient and adaptable services for new use
cases? Is your network ready?

Digital healthcare
45%1 of healthcare organizations are also using IoT sensors
to continuously monitor patient data in real-time and generate
early-warning notifications at bedside.

Wearables
By the end of 2021, 7 of the 10 leading wrist-worn
wearables companies will have released algorithms capable
of early detection of potential signs of infectious diseases
including COVID-19 and the flu.

Return to work
Businesses have partnered with a variety of healthcare vendors
to support workplace safety and return-to-work plans, with a
focus on onsite clinics, symptom-screening technology vendors,
and diagnostic testing partners.
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Data analytics and insights
By 2024, the proliferation of data will result in 60%2 of
healthcare organizations’ IT infrastructure being built on a
data platform that will use AI to improve process automation
and decision making.

Delivering mental health services
Digitally-enabled remote care and clinical trials will drive
70%2 growth in spending on connected health technologies
by providers and life science companies by 2023.

AI technologies
Life science and healthcare provider companies will
increase investments in AI and advanced analytics by
50%2 by 2022 to avoid future supply chain disruptions.
1 At the Edge of Change Report
2 IDC FutureScape - WW Health Industry 2021 Predictions
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The way forward: Solutions to resolve your biggest worries
Are these your biggest IT worries?
•
•
•
•
•
•

•

•
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Network performance is inconsistent or unreliable
Connectivity issues occur without being able to
identify where or when
Visibility into security risks is limited with an attack
surface growing
Digital initiatives by LoB is happening faster than IT
can help
Limited IT staff struggle to keep up and be efficient
Managing numerous facilities, clinics, and remote
providers, with tens of thousands of devices, is
difficult to scale
Making IT hardware and software decisions today that
support healthcare for the future, while requirements
and resources will likely change
Budget restraints and future cost uncertainties

Solutions for a worry-free network

1

Cloud-native unified network management with AI
capabilities that improve IT efficiency and network scale for
Wi-Fi, switching, and SD-WAN

2
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High-performance Wi-Fi for seamless connectivity,
reliability, increased capacity, and support of IoT and
digital transformation
Purpose-built switching for mobility and IoT with intuitive
management tools and built-in analytics that cut complexity
and reduce troubleshooting
Policy-driven security for users and devices, with simpler
visibility, control, and Dynamic Segmentation of traffic
Flexible consumption and management of network
infrastructure, combining all required hardware, software,
and services into a single monthly subscription
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Aruba ESP (Edge Services Platform)
Connectivity, security, and AIOps convert data into
business outcomes

Aruba ESP provides a network foundation healthcare providers can trust to enable
the best patient care, exceptional provider services, and digital transformation
projects. This edge-to-cloud platform, which provides connectivity, WAN, security, and
management solutions, gives IT the ability to be agile and to scale with speed, keeping up
with a demanding healthcare services. Let’s explore some of the key components of
Aruba ESP.
Aruba Central provides a single point of visibility and control across all domains and locations
and includes AI-powered features that improve IT efficiency and help identify issues before
they impact patient care.
WLAN and switching offers high-performing and secure connectivity, especially crucial in
regard to biomedical device importance.
Policy-driven security applies principles of Zero Trust to increase protection levels while
simplifying operations.
As a service flexible consumption model offers network infrastructure hardware, software,
management, and licensing components.

5

ARUBA ESP IS THE
INDUSTRY’S FIRST
AI-POWERED,
CLOUD-NATIVE PLATFORM TO AUTOMATE,
UNIFY, AND PROTECT
THE EDGE.

Introduction

Healthcare Transformation

Solutions

Solution Adoption Paths

Voice of the Customer

Summary

SOLUTION #1

Add Aruba Central

ARUBA CENTRAL

A single point of visibility and control for modern
network and security use cases

Cloud-native unified network management
Deliver the best-possible patient and staff experience using Aruba Central to deliver
simple, reliable, and secure connectivity.
Enable higher scale and automation for large
networks by using Aruba Central to gain access
to state-of-the-art AI-driven management and
diagnostics capabilities that dramatically simplify
network operations.
Maintain visibility and control of remote clinics
and other sites to those at the main campus. IT
can remotely monitor, manage, and troubleshoot
the wired, wireless, and SD-WAN infrastructure
from anywhere.
Ensure 24x7 operations and zero downtime for
wired & wireless networks, enabling IT to maintain
the best provider-to-patient care, ensure security
compliance, and deploy new features and network
updates.

Enforce consistent role-based policies for apps
and devices using advanced segmentation
capabilities that distinguish between caregivers,
patients, visitors, devices, and IoT.
Integrate with best-of-breed technology and
service providers for the best patient
experience, improved staff
productivity, and IT efficiency.
Centralize management to
provide streamlined IT
processes including Zero Touch
Provisioning, network visibility,
and troubleshooting from

ARUBA CENTRAL
MANAGES WLAN,
SWITCHING, SD-WAN, AND
VPN SERVICES AND CAN BE
USED IN THE CLOUD,
ON-PREMISES,
OR AS A SERVICE.

anywhere.

HOSPITAL

CLINIC

AMBULATORY SURGERY
CENTERS

Tip: If you are not planning to upgrade your APs or switches, as long as they can
be managed by Central, move your management plane now.
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Manages the Wi-Fi network

SOLUTION #2

High-performance WLAN

Wi-Fi access points for seamless connectivity
Healthcare needs to be patient-friendly while ensuring the best coverage and
seamless experience for practitioners. With the increasing use of cloud services and
number of client devices, it’s critical that the network is equipped with the required
capacity, throughput, reliability, scalability, and agility.
Deliver the best patient connectivity experiences.
Ensure each patient’s Wi-Fi onboarding experience
is easy and secure, while giving them the access and
performance they need to stay entertained and
connected with family.
Provide seamless roaming of a
facility by patients and staff with
consistently great performance
while prioritizing critical
applications so they perform at
their peak.

Ensure consistent and right-sized wireless
for all environments including hospitals,
remote clinics, ambulatory surgery
ARUBA WI-FI 6 AND WI-FI 6E
centers, and teaching hospitals.
OFFER THE HIGHEST

PERFORMANCE, SECURITY,
AND CAPACITY — UP-TO-DATE
WITH THE LATEST
CERTIFICATIONS AND DEVICE
INTEROPERABILITY.

Deliver better features to classify
devices, segment networks, and enforce
policy across all modes of access or device types,
providing the foundation of a Zero Trust and SASE
security framework.
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Futureproof your network. Live upgrades and
seamless failovers ensure minimal impact to
operations or patient service.

Leverage the wireless network
as an IoT platform, with integrated
Bluetooth Low Energy (BLE) beacons,
Zigbee radios, and a USB port for any
future connectivity needs.

Indoor AP 635

Roaming-friendly
and always-on

Outdoor AP 575

?

Location aware

Outdoor Wi-Fi
controlled services

Ready for mobility and IoT use cases
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Manages the wired network

SOLUTION #3

Enterprise network switching

Performance and intelligence for your network access
layer
Healthcare relies on high-performing devices and is dependent on cloud applications.
ArubaOS-CX switches are purpose built for cloud, mobility, and IoT.
Simplify device onboarding using machine
learning discovery methods to identify and profile
a wider range of device types (caregiver devices,
patient devices, biomedical devices, security
devices, etc.) and understand behavior and other
contextual factors over time to help profile new
devices as they come on to the network.

Reduce configuration time and accelerate
troubleshooting through smart automation and
built-in analytics. Aruba NAE and NetEdit uniquely
deliver visibility with distributed analytics, helping
with issue prevention and resolution.
Deploy and unify all network operations across
wired, wireless, and WAN with flexibility for
various deployment models for smaller hospitals,
ambulator surgery centers, larger hospitals, or
remote caregivers’ homes.

Ensure high availability so that patient
care service can remain the #1 priority.
Upgrades and updates are easily
enabled, reversed, and changed
without impacting the network
that is supporting patient care
ARUBAOS-CX CUTS
COMPLEXITY, AUTOMATES
and healthcare operations.
DIAGNOSTICS, AND IS

BUSINESS-READY FOR WHAT
COMES NEXT.

Do more than switching — power IoT
devices and find a range of performance,
port counts, and modular flexibility to
support all your deployments.

NetEdit

Zero Trust
Security

Ensure high availability so that customer
service can remain the #1 priority

A single OS
for simplicity
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Aruba CX Switching

Faster
troubleshooting
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SOLUTION #4

Aruba
offers complete
visibility,
authentication,
policy-based access
authorization, and
attack detection and
response for the modern
enterprise by assuming that
all users, devices, servers,
and network segments are
inherently insecure and
potentially hostile.

Adopt ClearPass, Gateways, and
EdgeConnect for SASE

Full visibility, control, and enforcement from facility to home to cloud
Technology-driven use cases, distributed locations, and cloud applications are elevating
security concerns for healthcare institutions. Aruba security solutions empower IT with
the same controls applied to hospitals, clinics, and home workers for wired and wireless
connections, extending security policies across the WAN.
Faster onboarding of new devices and consistency
in management and operations with less worry
about security breaches, and faster time to
implementing new use cases.
Set and automate policies for new wired and
wireless technology (practitioner devices and
scanners, biomedical devices, kiosks, temperature
sensors, patient devices, etc.) quickly. Aruba ClearPass
simplifies access for authorized users as they come
on the network.
Keep device traffic, application traffic, and
patient traffic separate across wired, wireless, and
the WAN using granular user/device/connectivity
information, and ensure protection of patient medical
records and organization data.
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Implement new IoT use cases faster and
consistently. Security policy consistency means
responding to the business quickly with less worry
about security breaches and better user experiences,
operational efficiencies, and outcomes.
Make secure mobility easy for your staff and
patients. Users of the network can expect the same
flawless experience and security no matter their
location or device they are using.
Simplify IT operations. Save time and eliminate
VLAN sprawl by reducing configurations needed for
SSIDs, ACLs, subnets, and wired ports.

CLEARPASS

POLICY
MANAGEMENT

User Wireless

IoT

Wired

EdgeConnect

Internet

Gateway

Server

SD-WAN
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HPE GreenLake for
Aruba provides network
infrastructure hardware,
software, management,
and licensing components
consumed in a flexible
consumption model.

SOLUTION #5

Embrace NaaS

A new healthcare network consumption model
HPE GreenLake for Aruba enables healthcare institutions to adapt to rapid changes
in the operational and business models to support the future-proof network.
Reduce complexity and optimize clinical workflows. Support adding more
network capacity, better cost per user metrics, and improve operations.
Drive efficiency with enhanced tools —security protocols, automation, AI, etc.—
and improve services with a stable, secure network as the critical foundation
patient-centric care.
Focus beyond infrastructure management, enabling staff to free up time to
focus on business-enabling tasks, instead of day-to-day management of the network.
Build reliable care delivery continuity and recovery models by managing
budget pressures and flexible investments for networking infrastructure.

Single monthly payment
Secure equipment
recycle & upcycle

HPE GreenLake for Aruba

Access to new technology
Sustainability

Sale & leaseback options

Hardware & software

Foundation Care Support

Customer Experience
Management

Intelligent Operations
(optional)

Flexible procurement models
Superior system optimization
and monitoring
Automated analysis & system
optimization custom services

Contracted over 3, 4, or 5 years
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Starting Points and Destinations – The Journey

Aruba Central / Instant

There are multiple, flexible ways
to adopt Aruba solutions. If you
are new to Aruba, let us help
you identify your top priorities
and start you on your Aruba
journey. If you are an existing
customer of Aruba, there are
options, too! Review the next few
slides to understand
possible adoption journeys and
let us work with you to build the
best plan for your unique
situation.
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AirWave / Instant

Cloud

AirWave / ArubaOS

Starting
Points

AOS-S / AOS-CX

Multiple
Destinations

Hybrid
On-prem
Hybrid to cloud
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Existing Customer – Where will your journey take you?
Cloud Destination

On-Premise Destination

Hybrid Destination

AirWave / IAP 6 / IAP 8

AirWave / AOS

AirWave / AOS / CPPM (Option 1)

STEPS

STEPS

STEPS

1 Migrate to COP for higher scale

1 Deploy Central (on-prem)
2 Upgrade to AOS 8
3 Upgrade to Wi-Fi 6/6E

1 Replace AirWave with Aruba Central
2 Upgrade to IAP 8 and Wi-Fi 6/6E
3 Upgrade to AOS 10 and add gateways

Change your NMS to Central, and
upgrade to the latest IAP software

Aruba Central / Instant AP
STEPS
1 Continue with Central
2 Upgrade to IAP 8 and Wi-Fi 6/6E
3 Upgrade to AOS 10 and add gateways

Upgrade to Wi-Fi 6/6E and move
to AOS10 today

AOS-S / AOS-CX
STEPS
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2 Upgrade to AOS 8 with Mobility Conductors
3 Deploy Dynamic Segmentation

Evaluate Central On-prem and
upgrade to AOS 8

AOS-S / AOS-CX
STEPS
1 Upgrade to Aruba CX Switches
2 Utilize NetEdit (on-prem) or MultiEdit (Central)
for conﬁguration
3 Enable Dynamic Segmentation with CPPM
and Controllers

Upgrade to Aruba CX and enable
Dynamic Segmentation

Deploy cloud-native management for
higher scale and modern services

AirWave / AOS / CPPM (Option 2)
STEPS
1 Upgrade to AOS 8
2 Deploy Central (on-prem) in campus
3 Deploy Central (cloud) + IAPs in branches

Deploy cloud-native management for
higher scale and modern services

AOS-S / AOS-CX Switches
STEPS

1 Upgrade to Aruba CX switches
2 Add on Central
3 Use Central's MultiEdit for conﬁguration

1 Add on Central (on-prem/cloud)
2 Upgrade to CX Switches
3 Add NetEdit for advanced conﬁguration

Upgrade to CX switches today and add
Central for more value

Deploy cloud-native management for
uniﬁed conﬁguration and modern services
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Why healthcare institutions chose Aruba
Aruba can help create modern and personalized healthcare services using simple, reliable, and secure connectivity. Discover why organizations
like yours look to Aruba for smarter, more flexible networks.

“Being able to configure and fingerprint a device like a printer
once and then have all of the same devices automatically
placed into the appropriate segregated VLAN is huge.”
Evan Grosz, Director of IT Technical Services

“Our Aruba infrastructure — in particular, ClearPass — is
critical for securely connecting these devices, managing
policies, and enabling better visibility and enforcement
capabilities. We really view ClearPass as the heartbeat of
the network, driving our digital transformation and
enabling better patient outcomes.” Brian Sterud, CIO

“(On Orchestrator dashboards,) I can easily see who is
talking the most, what domains they’re going to, and have
our security person block access if necessary. We didn’t
have that level of visibility before.”
Victor Vega, Network Engineer
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“Before we had a flat network that wasn’t scalable or redundant, and our employees suffered from bad experiences
with the wireless, which was spotty and unreliable. With the
Aruba network, we’re seeing a night and day difference.“
Jacob Omlid, IT Director

“We’ve experienced an order of magnitude improvement.
Where previously, half a dozen people might spend a day
working on a security event, we can now make a determination in less than five minutes that makes our organization
safer.” Matt Smith, Security Architect for St. Dominic’s

“We have been pleased with the positive impact on our
network, and the speed of deployment was a massive
bonus. We now have visibility and control into our network,
meaning we can see how SaaS and IaaS is being used. This
level of cloud intelligence is critical to our organisation
as we continue to embrace new healthcare technologies
available in the market.” Dan Morgan, IT Operations Director

Learn more about how Aruba has helped other organizations. Visit our news releases and case studies pages.
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Start your journey today!
Leverage the links below to learn more about Aruba solutions and the value they provide. Let us help you with your Aruba ESP journey.

Aruba ESP in Healthcare
Whether patients are visiting their provider in person,
continuing care via telehealth, or receiving treatment
in temporary locations, you want to know that your
network is secure and performing optimally.

Designing Hyper-aware Healthcare Facilities
Leverage secure infrastructure and partner
solutions for digital transformation in healthcare.
DOWNLOAD THE WHITEPAPER

WATCH THE VIDEO

Healthcare Solution Overview
Boost your hospital’s health by integrating wired, wireless, role-based access control, and location context
into a common management interface. The end-user
experience goes up while IT headaches go down.

Why Healthcare Organizations Choose Aruba
Learn directly from Aruba healthcare organizations on how
Aruba is helping improve patient and staff experiences while
improving operational outcomes. Aruba solutions provide
better, faster, less expensive, and high-performing services.
VIEW THE INFOGRAPHIC

CLICKTHE
HERE
FOR ASSET
READ
SOLUTION
OVERVIEW

Aruba Products and Solutions
Edge to Cloud Security in Healthcare
See how Aruba can help protect your healthcare network.
READ THE AT-A-GLANCE
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Learn about Aruba’s portfolio, including Aruba Central,
access points, switches, Aruba Clearpass, and more.
READ THE BROCHURE
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