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Chapter 1
About this Guide

This chapter includes the following sections:
l

About this Guide on page 6

l

About this Guide on page 6

l

About this Guide on page 6

Scope
The validated reference design (VRD) series focuses on particular aspects of Aruba technologies and
deployment models.
Together the guides provide a structured framework to understand and deploy Aruba Wireless Local Area
Networks (WLANs). The VRD series has four types of guides:
l

Foundation: These guides explain the core technologies of an Aruba WLAN. The guides also describe
different aspects of planning, operation, and troubleshooting deployments.

l

Base Designs: These guides describe the most common deployment models, recommendations, and
configurations.

l

Application: These guides build on the base designs. These guides deliver specific information that is
relevant to deploying particular applications such as voice, video, or outdoor campus extension.

l

Specialty Deployments: These guides involve deployments in conditions that differ significantly from the
common base design deployment models, such as high-density WLAN deployments.

Figure 1 Aruba Reference Architectures

Specialty
Deployments

Applications

Base Designs
Foundation

This VRD covers the deployment of Aruba WLAN in a typical campus network, and it is considered part of the
Base Designs within the VRD core technologies series. This guide covers the design recommendations for a
campus deployment and it explains the various configurations needed to implement the Aruba secure, highperformance, multimedia grade WLAN solution in large campuses.

Typical Campus Deployment with Redundancy
An Aruba corporate campus encompasses two master controllers (MC) and all of the network services in the
data center. The campus also includes distribution to corporate clients on the campus with a pair of local
Campus Wireless Networks (6.x)
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controllers (LC). A fire walled demilitarized zone (DMZ) holds an additional set of master controllers (DMZ-MC)
and services meant to deliver Wi-Fi to a separate domain of guest clients. As a whole, the topology makes use of
guest traffic isolation, various redundancies, and master-local configuration.
Figure 2 Campus Deployment with Redundancy
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Aruba Campus Logical Architecture
Aruba WLAN has a logical four-tier operating model that consists of these four layers:
Management - The management layer consists of AirWave®. AirWave provides a single point of management
for the WLAN, including reporting, heat maps, centralized configuration, and troubleshooting.
Network services - The network services layer consists of master mobility controllers and Amigopod.
Amigopod provides secure and flexible visitor management services. The master controllers provide a control
plane for the Aruba WLAN that spans the physical geography of the wired network. The control plane does not
directly deal with user traffic or access points (APs). Instead the control plane provides services such as
whitelist coordination, valid AP lists, Control Plane Security (CPSec) certificates, Radio Frequency Protect
(RFProtect™) coordination, and Remote Authentication Dial-In User Service (RADIUS) or authentication,
authorization, and accounting (AAA) proxy.
Aggregation - The aggregation layer is the interconnect point where the AP, air monitor (AM), and spectrum
monitor (SM) traffic aggregates. This layer provides a logical point for enforcement of roles and policies on
centralized traffic that enters or exits the enterprise LAN.
Network access - The network access layer is comprised of APs, AMs, and SMs that work together with the
aggregation layer controllers to overlay the Aruba WLAN.
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Figure 3 Aruba Campus Logical Architecture
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Chapter 2
Requirements and Planning

This chapter includes the following sections:
l

What is a Campus? on page 9

l

Planning and Design on page 12

l

RF Design AP Placement and Installation on page 20

What is a Campus?
A campus is any contiguous space such as a warehouse, enterprise office, school, hospital, or stadium. These
can be a campus in the context of Wi-Fi deployment. However, we will further narrow down to certain type of
network for the scope of this VRD.
Campus Wi-Fi networks can be divided into two categories: Coverage Based Networks and Capacity Based
Networks - Arriving at the Campus Network Definition.

Coverage Based Networks
Wi-Fi networks that need to extend over a large area to provide Wi-Fi connectivity, such as warehouses,
manufacturing facilities, and mesh networks, can be categorized as the coverage based networks. They usually
see a sparse density of Wi-Fi devices connecting to the network, however, coverage over a larger area is
desired over high capacity. Traffic that is hauled over such deployments is usually limited to beep and scan type
of hand held devices, point of sale machines, and so on.

Capacity Based Networks - Arriving at the Campus Network Definition
Wi-Fi networks that expect a dense wireless client presence looking to connect over the wireless network are
typically capacity based networks.
How do we define density? For this purpose, we further breakdown capacity-based networks into:
l

High Density (HD) Networks

l

Very High Density (VHD) Networks

The following sections show various examples of what venues fall under HD and VHD networks.
The scope of this document is HD Networks. For the sake of simplicity, High Density environments will be deemed as a
Campus.
A VHD environment is typically a Large Public Venue (LPV).

Campus Wireless Networks (6.x)
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Types of Environments - Capacity Based Networks
Below are some examples of environments that fall under HD and VHD networks.
Figure 4 High Density Networks

Figure 5 Very High Density Networks
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Type of Environment
This is step zero in your planning phase. This phase decides whether you proceed to use the High-Density
Wireless Networks for Auditoriums VRD. Before we move on to Planning and Design on page 12, it is
important to arrive at the conclusion whether the target venue is a HD or VHD type of environment. Please refer
to the examples of HD and VHD environments in Types of Environments - Capacity Based Networks on page 10.
If the target venue for the deployment is much bigger than the HD previously mentioned types, and expected to
see very large numbers of client devices like in a large convention or stadium, the Very High-Density 802.11ac
Networks VRD applies to your case.
This Campus Wireless Networks (6.x) VRD should not be used as a reference for such large venues.
Conversely, the Very High-Density 802.11ac Networks VRD should not be used as a reference for High
Density campus deployments.
VHD deployments require certain considerations that are specific to such large public venues. Very high density
venues, conference halls, auditoriums, large public venues (LPV), and airports, involve certain deployment
principles that vary significantly from a high-density deployment.

Campus Wireless Networks (6.x)
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Planning and Design
Wi-Fi has become a necessity and it falls at the center of mobility. With the explosion of Internet connected
devices, Wi-Fi is not only a must have, but also expected to sustain the growing number of Wi-Fi devices. Every
individual, whether in a corporate environment, schools, or hospitals carries an average of two Wi-Fi capable
devices. This requires careful planning and design of WLAN deployment. This Campus Wireless Networks (6.x)
VRD provides guidelines for High Density Campus deployments.
This section includes the following topics:
l

Key Design and Requirement Questions on page 12

l

What Type of Applications will WLAN Support? on page 13

l

What Type of Wi-Fi Device Mix (1SS, 2SS, 3, or 4SS and/or MU-MIMO) do you expect? on page 14

l

AP Comparison for Decision Making on page 15

l

What Type of Wired Access Switches Do You Need? on page 16

l

How Many Devices Do You Expect to Support? on page 17

l

WLAN Controller Model + WLAN Dimensioning on page 18

l

WLAN Dimensioning - Number of Controllers Required on page 18

l

Do you need Air Monitoring Capabilities? on page 19

Key Design and Requirement Questions
In this phase of Planning we are going to take a wizard like approach to arriving at some key decisions
pertaining to the HD Campus deployment.
In the previous sections you already answered whether your target deployment is HD or VHD?
If you conclude your deployment is VHD, please refer to: http://community.arubanetworks.com/t5/ValidatedReference-Design/Very-High-Density-802-11ac-Networks-Validated-Reference-Design/ta-p/230891.
Five key questions IT administrators should start off by asking:
1. What type of applications do you expect to run?
l

This helps you answer some key AP placement design questions, Inter-AP distance.

l

What type of AP?

l

Helps you identify what other WLAN optimization parameters need to be configured.

2. What type of Wi-Fi device mix (1SS, 2SS, 3 or 4SS and/or multi-user multiple input, multiple output
(MU-MIMO)) do you expect?
l

Helps in AP model selection. Some AP models are 11ac 3x3:3, while others are 11ac Wave2 4x4:3 MUMIMO or 4x4:4 SU-MIMO.

l

Highest end AP33x has 2.5Gbps Smart Rate port, while the AP31x has 1xGE port.

3. What type of wired access switches will I need?
l

Helps in identifying what wired switches are to be used in terms of Data Rate and PoE capabilities.

l

AP33x if used, requires you to use HPE Aruba Smart Rate switches 3810. 3at POE+ power would be
necessary to power the 33x.

l

Wired switches need to support LACP port aggregation in case AP32x is used (to support hauling upwards
of 1Gbps of traffic).

4. What is the number of devices you expect your WLAN to support by the end of the service life cycle?
l

Helps arrive at AP count.

l

In turn helps arrive at the controller model to be used.
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5. Do you need added focus on wireless monitoring, Analytics or Locationing Intrusion Detection
System (IDS), or Intrusion Prevention System (IPS)?
l

Helps identify how many air monitors you may need.

l

What other RF features you may need to enable (for example, Hybrid Mode Spectrum Monitoring
supporting both WLAN and fast fourier transform (FFT) simultaneously).

In the following sections we look at each of our decision making points in more detail.

What Type of Applications will WLAN Support?
Voice and Video applications are very common in a campus deployment these days, be it education, enterprise,
or hospitals.
l

Facetime, Skype for Business, and the recent large scale adoption of Wi-Fi Calling.

This demands WLAN to be optimized for real time applications (how far apart the APs are placed, ensure good
AP density, good Wi-Fi client SNR, and seamless roaming).
As a first step towards that, APs must be placed not more than 50 feet apart, in a honeycomb structure.
l

Good Wi-Fi deployment should ensure Wi-Fi client signal to noise ratio (SNR) of 25dB or higher.

This ensures good density of APs for clients to roam without affecting real time application performance.
l

Exceptions may exist within a Campus, such as an indoor large meeting area or conference center. In that
case, those sections of the campus must be treated as VHD arenas and VHD deployment guidelines must be
used.

In addition to AP Placement, there are other features and/or parameters that we need to enable or tweak in order
to ensure good quality air and reduce RF Channel utilization by using various optimization configurations.
WLAN should be optimized for RF performance using various features such as adaptive radio management
(ARM), Client Match, WLAN Rate Optimization.
These are discussed in detail in later chapters. This section only provides a flow of the planning and decision making
process. RF optimization and WLAN Rate Optimization are two considerations when deciding the applications the Wi-Fi
network plans to support.

RF Optimization
l

ARM will help APs arrive at an optimum channel and power.

l

Client match helps steer dual-band capable clients to 5GHz*. In addition, it forces sticky-clients** to move to
better AP.

WLAN Rate Optimization
Encompasses various steps:
l

Mcast Rate optimization.

l

Drop Unknown BCMC from going out on Wireless, this saving valuable airtime.

l

Elect to use Dynamic multicast optimization to enhance multicast video quality and multicast traffic
performance over wireless in general.

Campus Wireless Networks (6.x)
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What Type of Wi-Fi Device Mix (1SS, 2SS, 3, or 4SS and/or MU-MIMO) do you expect?
1SS (phones and some laptops, tablets), 2SS (most laptops and larger tablets), and 3SS (laptops) capable devices
are fairly common in a campus environment.
Based on your most common expected device mix you can choose an AP model accordingly.
AP32x 11ac Wave 2 is the baseline recommendation for High Density deployments. Since that will support
devices all the way up to 4x4:4 capable wireless clients as well.
l

However, AP32x does not have a smart rate wired port, in which case you can still use the dual uplink
capability to support Max Tput around 2Gbps.

l

In addition AP32x supports 4x4:3 in MU-MIMO, 4x4:4 for SU-MIMO.

AP33x is shipping and supports 4x4:4 for MU-MIMO as well.
l

AP33x has 1x HPE Smart Rate Ethernet uplink port that supports upto 2.5Gbps.

We recommend visiting the below link for AP comparison. The AP comparison tool is an effective way to
compare AP capabilities side-by-side for up to 3 APs:
http://www.arubanetworks.com/products/networking/access-points/compare/#59240,29199,51516
AP31x is a cost effective choice that comes with 1x GE port (unlike the AP33x that comes with 1x 2.5Gbps
Smart Rate port).
l

If your HD campus deployment is not expected to haul more than 500-800Mbps traffic through 1 AP at any
given point in time, the AP31x could be well suited.

AP31x supports 4x4:4 MU-MIMO devices.
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AP Comparison for Decision Making
The choice of AP can differ from campus to campus.
It is imperative to take into account what wired uplink capabilities you may need. Below are some key
considerations provided as an example.
l

AP32x and AP22x (11ac wave1) support LACP port aggregation enabling for 2 Gbps of theoretical traffic
through AP.

l

AP31x on the other hand has a 1xGE port. However, it has the same RF functionality as the AP33x.

l

AP33x is the most powerful AP with 2.5 Gbps Smart Rate Uplink ethernet port on the AP.

Please follow the link below to use the AP comparison tool:
http://www.arubanetworks.com/products/networking/access-points/compare/#59240,29199,51516.

Campus Wireless Networks (6.x)
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What Type of Wired Access Switches Do You Need?
POE capability, Smart Rate support, and jumbo frame support are a few key considerations when choosing the
right wired access switch.
POE+ 3at or POE 3af capable switches are recommended.
POE+ 3at power supply is recommended for APs to operate with full feature set.
l

POE 3af power supply will work but with reduced feature set as stated below.

l

For AP32x and 33x USB Port disabled, Second Ethernet port disabled, 2.4GHz radio will operate in 1x1:1
mode.

l

The reduced functionality when using 3af may vary based on models. It is recommended to check the AP
specific data sheet.

Smart Rate Capable HPE switches are recommended when using AP33x, thus the AP uplink port can operate at
a 2.5Gbps rate
The wired access switch can used with LACP link aggregation in case of AP32x that does not come with
2.5Gbps Smart Rate port.
l

The wired uplink from these access switches to the HPE Aruba Controller should be a minimum 10G pipe.

l

Jumbo frame support should be supported end-to-end.

HPE-Aruba switches 29xx and 3810 are recommended. 2930F supports POE+ 3at.
While the HPE-Aruba 3810 switches come with 8 2.5Gbps Smart Rate ports, ideally use with the AP335 that
comes with 2.5Gbps Smart Rate port.
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How Many Devices Do You Expect to Support?
Here we will look at how to arrive at WLAN dimensioning, which helps arrive at a suitable controller model.
This section explains steps to arriving at the AP/User Count#.
AP/User count helps us arrive at a controller model to use, however, it is the Controller Redundancy that needs to define
how many controllers are required in an environment.

In an HD environment it is ideal to have between 40 to 60 clients per radio per AP.
It is key to arrive at the AP count based on how many clients you project your environment will have, by the end
of the service life-cycle.
l

1 User = 2.5 Wi-Fi Devices. Refer to the Very High-Density 802.11ac Networks VRD for more information.

l

For example, if you do not expect to refresh your network before three years, plan to add APs in a way that
can absorb the increased number of client devices before the next refresh.

Most clients are expected to join the 5Ghz radio (Aruba WLAN features ensure that). Hence, plan AP count
based on per radio usage. Refer to the Very High-Density 802.11ac Networks VRD for more information.

AP Count = 5 GHz Radio Count =

Associated Device Capacity (5 GHz)
Max Associations Per Radio

Associated Device Capacity would be the best possible estimate of expected guest clients to be supported +
employee client devices to be supported.
This estimate should account for an increase in device count over years, for example, acquisitions and adding more
employees.

Campus Wireless Networks (6.x)
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WLAN Controller Model + WLAN Dimensioning
Once you have an AP and User count, this helps arrive at the Controller Model to be used as your AP
termination controller.
In HD campus deployments, the most common controller recommendation is the 72xx series (7240 being the
highest capacity for very large campus, and 7205 being the small campus controller).
l

In addition to AP/User, Redundancy is the third factor in dimensioning WLAN.

l

We recommend visiting the controller comparison tool online at:
http://www.arubanetworks.com/products/networking/controllers/compare/
#19997,19987,19993.

For example, 7240 supports 1024 APs and 24,576 Users, while the 7205 supports 256 APs and 8,192 Users.

This is a basic peek into the User and AP capacity. There are other considerations such as Active Firewall
Sessions and Effective Firewall Throughput.
Simply put, ‘Platform Size >= Associated Device Capacity’, if expected user capacity is less than 32,000.
#Controller terminating AP could be a Local* or a Master**.
In smaller campuses, APs could terminate on a Master as well, in order to save overall cost.
For campus deployments that expect to have more than 48,000 users in one contiguous space (which is unlikely for HD
campus, this would typically be seen in Large Public Venues) Aruba recommends using a dedicated Master, and not
terminate any APs.

*Local controller and **Master controller concepts are explained in detail in later sections of this Campus
Wireless Networks (6.x) VRD.

WLAN Dimensioning - Number of Controllers Required
Please follow the link below to use the Controller Comparison Tool:
http://www.arubanetworks.com/products/networking/controllers/compare/#19997,19999,99240
Redundancy helps us decide how many controllers to use for a given number of APs and users.
l

When redundancy is desired, we recommend not to fully use the controller AP and User capacity.

l

Leave room for APs and Users to failover to the Standby Controller.

Typically one pair of the ‘chosen’ Local controllers is recommended for one contiguous Campus.
l

You would add more pairs as the AP and/or User count increases.

Dedicated master controllers are recommended when the user count is 48,000 or higher. Do not terminate APs
on the Master controller in that case.
The later sections on Redundancy and various controller modes will help better answer the question of how
many ‘AP terminating controllers’ you need based on your redundancy model.
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Do you need Air Monitoring Capabilities?
Dedicated Air Monitors may be desired by some customers for ALE, IDS, and IPS.
APs are constantly scanning as part of the ARM functionality, gathering data about neighboring APs, and
wireless clients.
l

AP can be operated in dedicated Air Monitor mode as well.

A dedicated Air Monitor can provide more updated data more frequently, which in turn helps Wireless Intrusion
Detection and Prevention decisions.
Cheaper or older AP models can be used as Air Monitors. It is recommended to have one Air Monitor per five
APs.
If Analytics and Location Engine (ALE) is desired for Analytics purposes, it is recommended to have 1 Air
Monitor per 3 APs, especially deployed along the periphery of the floor.

Campus Wireless Networks (6.x)
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RF Design AP Placement and Installation
This section includes the following topics:
l

RF Site Survey AP Placement on page 20

l

AP Placement – Sample Honeycomb on page 21

l

AP Mounting on page 22

l

RF Design - Channel and Power Planning on page 24

l

RF Design - Wi-Fi and Zigbee Co-existence on page 24

RF Site Survey AP Placement
In a green field deployment, a RF site survey is recommended in order to ensure coverage in all parts of the
Campus Floor.
l

Some parts of the campus may be identified as VHD, in which case VHD principles need to be applied to put
APs for that section.

Brownfield deployment - If a previous deployment was NOT Voice and Roaming optimized, for reasons such as
‘campus wasn’t all wireless and had wired phones only’, it is highly recommended to perform a fresh RF site
survey based on Voice and Roaming optimization.
l

Blindly replacing older APs with new APs and deploying Voice over Wi-Fi applications may result in poor
Voice quality.

At the time of Wi-Fi refresh, if significant structural changes have occurred from previous site survey, it is
recommended to redo a fresh RF site survey.
As mentioned in the previous section, Campus HD deployments require to be Voice and Roaming optimized.
That means placing APs 50 feet apart in a honeycomb structure.
Dedicated Air Monitors typically need to be placed in such a way that they can detect neighboring five APs with
a received signal strength indication (RSSI) of -65dBm. Air monitors can also be placed in areas where
additional monitoring is desired.
l

You may choose to NOT have one Air Monitor for every five APs; instead place AMs only where you require
extra ears to listen to the RF activity.

If ALE is desired for Analytics/Locationing, we recommend placing AMs along the periphery of the floor in order
to better capture client devices on the fringe. This helps in ALE miscalculating an ‘out-of-bound’ location for a
device.
Please refer to the ALE 2.0 Deployment and Troubleshooting Guide for additional tips on AP placement if ALE is desired
in your deployment.
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AP Placement – Sample Honeycomb
Figure 6 AP Placement - Sample Honeycomb
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AP Mounting
Indoor APs are typically deployed in one of two fashions: ceiling or wall mounted. Aruba recommends against
desk or cubicle mounts. These locations typically do not allow for a clear line-of-sight throughout the coverage
area, which in turn can reduce WLAN performance.

Ceiling Deployment
The majority of modern WLAN deployments are at the ceiling level. A ceiling deployment can occur at or below
the level of the ceiling material. In general, it is not recommended to mount APs above any type of ceiling
material, especially suspended or “false” ceilings. There are two good reasons for this. First, many ceiling tiles
contain materials or metallic backing that can greatly reduce signal quality. The second reason is that the space
above the ceiling is full of fixtures, air conditioning ducts, pipes, conduits, and other normal mechanical items.
These items directly obstruct signal and can harm the user experience.
Figure 7 Ceiling Mounted AP

Ceiling mounted AP is most common.
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Wall Deployment
Wall deployments are not as common as ceiling deployments, but are often found in hotels and dormitory rooms.
Walls are a common deployment location for large spaces such as lecture halls because reaching the ceiling is
difficult. Wall deployments may also be preferable in areas with a hard ceiling where cabling cannot be run.
Consider the antenna pattern before you deploy wall-mounted APs.
Figure 8 Wall Mounted AP

Wall mounted AP is recommended in places where ceiling is hard to reach.

Campus Wireless Networks (6.x)
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RF Design - Channel and Power Planning
Although this chapter touches upon certain aspects of RF design and AP Placement, it is highly recommended to
refer to the 802.11ac Deployment Guide for more in-depth insight into factors to be considered when deploying
11ac networks. The below VRD addresses some important topics such as: Replacing old 11n with 11ac and New
Improvements in 802.11ac Wave1 and now Wave2.
l

http://community.arubanetworks.com/t5/Validated-Reference-Design/Aruba-802-11ac-Networks/ta-p/242637

Plan to use 40MHz or 20 Mhz channel width on 5GHz, since that provides more channel separation between
APs, thus reducing co-channel interference. Go for 20MHz channel width, if you think your deployment is denser
and APs are 35 to 40 feet apart. 2.4GHz should always use channels 1,6, and 11 for maximum separation, and
operate on 20MHz.
Aruba recommends using ARM for dynamic channel and power assignment on radios. Refer to the 802.11ac VRD
for in-depth power assignment considerations. Simply put, 2.4GHz radios should operate at 6dB lower power
than its 5GHz counterpart radio.

RF Design - Wi-Fi and Zigbee Co-existence
Zigbee, although it operates on the same 2.4GHz frequencies as Wi-Fi, they are low energy and their
transmissions are infrequent.
l

Some zigbee devices may transmit at a higher power. Refer to the Zigbee device specification for RF Tx
Power specification.

Having said that, for the extra-careful RF planners and administrators, it is better to refer to Zigbee + Wi-Fi
Coexistence planning, where they recommend using Zigbee frequencies that fall away from the center
frequencies for channels 1, 6, and 11.
Additionally, with Client-Match enabled on our Wi-Fi, most clients will be steered to 5GHz, further reducing any
impact on 2.4 (if any).
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Chapter 3
Centralized WLAN Basic Concepts

This chapter includes the following sections:
l

Controllers Modes on page 25

l

Controller Functions on page 26

l

Access Points - Types and Forwarding Modes on page 27

l

Remote Access Points on page 31

l

Control Plane Security on page 35

l

Control Plane Security on page 35

l

Configuration Profiles and AP Groups on page 38

Controllers Modes
This section includes the following topics:
l

Master on page 26

l

Standby Master on page 26

l

Local on page 26

l

Branch Controllers on page 26

The Aruba Mobility Controllers could be deployed in Master or Local mode.
The Master Controller is the anchor controller of the WLAN domain, responsible for all global configuration. This
includes among others the ap groups, all the WLAN profiles, and the firewall roles and policies.
The Master controller exchanges management traffic and pushes the global configuration to all other controllers
(standby master and locals) via persistent IPsec tunnels.
The Master controller hosts several databases like the CPSec and Remote Access Point (RAP) whitelist, the
WLAN management system (WMS) database storing RF monitoring information, and so on.
Through the master-redundancy feature, the Standby Master controller is a backup master that remains in sync
with the Active Master as far as the global configuration and the various databases. Virtual Router Redundancy
Protocol (VRRP) is the redundancy protocol used, while a persistent Internet Protocol Security (IPsec) tunnel is
used for data synchronization.
The Master controller could terminate APs and user traffic while the Standby Master remains passive (no active
AP tunnels or users), until a failure of the active master takes place and the Standby Master steps in to take over
as an Active Master.

Campus Wireless Networks (6.x)

Centralized WLAN Basic Concepts | 25

Master
When in Master mode, the administrator typically configures the Master controller, that configuration eventually
gets pushed down to the Local controllers. AP Group, user-roles, RF profiles are few examples of configuration
done on the Master.
The Master Controller includes:
l

Centralized WLAN Configuration

l

Centralized Management and Monitoring

l

Centralized Whitelist database

l

Centralized Licensing server

l

Ability to terminate active AP tunnels and Wi-Fi user traffic

l

CPSec Trust Anchor

l

Instant APs use ‘controller-less’ architecture and is beyond the scope of this VRD

Standby Master
The Standby Master Controller includes:
l

Runs the Aruba master-redundancy feature

l

Passive backup VRRP Master Controller

l

No termination of active AP tunnels nor Wi-Fi user traffic

l

Databases synchronize with Active Master

Local
Configurations such as Virtual Local Area Network (VLAN), IP address, and other configurations that are specific
to the local controller; the Administrator configures High Availability (HA) on the Local controller directly.
Configurations like AP Group, User roles, and so on, are pushed from the Master controller.
As opposed to the Master controller, a Local controller takes initially local configuration (ports, VLANs, IP
addresses, name, Master Controller IP, and so on) and receives the global configuration from the Master through
a persistent IPsec tunnel.
The Local controller is the preferred controller to act as the APs tunnel termination point. As such, all Wi-Fi user
traffic flowing through the Generic Routing Encapsulation (GRE) tunnels is decrypted/encrypted, firewalled, and
switched/routed in and out of the local controller after a packet header conversion: 802.11 <-> 802.3.
The Local Controller includes:
l

Receives Global configuration from the Master Controller (MC)

l

Persistent IPsec tunnel with MC

l

AP tunnels termination end point

l

User authentication and traffic flow governed by firewall rules through user roles

Branch Controllers
The branch controller is a role reserved only for the 70xx hardware platforms and designed to be deployed in
small branch offices (with a maximum of 64 APs for the 7030) with minimal IT configuration through the Zero
Touch Provisioning (ZTP) feature. Additional features include WAN Compression and Bandwidth Contracts,
Policy Based Routing (PBR), and WAN Health Check.

Controller Functions
This section describes the controller functions, including:
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l

Standby Master Controller on page 27

l

AP Master Controller on page 27

l

LMS Controller on page 27

l

Backup LMS Controller on page 27

Standby Master Controller
The standby master controller runs the master-redundancy feature. It is a backup master that remains in sync
with the active master as far as the global configuration and the various databases. Virtual Router Redundancy
Protocol (VRRP) is the redundancy protocol used, while a persistent IPsec tunnel is used for data
synchronization.
The standby master remains passive (it has no active AP tunnels or users), until a failure of the active master
takes place. Then the standby master steps in to take over as an active master. Databases such as WMS, AP
whitelist, and Local-userdb sync with the active master. Note that the backup master can still run services like
Dynamic Host Configuration Protocol (DHCP), Open Shortest Path First (OSPF), and Spanning Tree Protocol
(STP).

AP Master Controller
Before discussing the ap boot up process and master discovery, it is important to understand the meaning of ‘AP
master’ and not confuse it with the master controller role. An AP master could be any Aruba Mobility Controller
whether it is a master or a local. This is a controller the AP needs to discover its IP and establish a Proprietary
Access Protocol Interface (PAPI) (UDP 8211) communication with, in order to check and update its firmware
and receive its configuration on a per ap-group basis.

LMS Controller
The Local Management Switch (LMS) controller terminates one or multiple groups of APs and handles their
users' traffic. The final tunnel termination point is determined by the LMS IP option that is part of the
configuration downloaded by the AP. Therefore, the LMS IP option plays a major role in distributing the AP
tunnels and users load among multiple controllers in the WLAN domain.

Backup LMS Controller
The Backup-LMS IP is another option in the AP system profile used for redundancy purposes, in case the LMS
controller is no longer reachable.

Access Points - Types and Forwarding Modes
This section includes the following topics:
l

AP Types on page 27

l

Modes of Campus AP on page 29

l

Recommended Forwarding Modes for Campus on page 29

l

Forwarding Mode Differences Comparison on page 31

AP Types
Campus APs can be configured as:
l

AP mode (WLAN only)

l

Dedicated Air Monitors (AM) (Monitoring only)

l

Hybrid Mode (Spectrum Monitoring + WLAN)

l

Dedicated Spectrum Monitor
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Remote APs
l

There are purpose built Remote APs (RAPs)

l

Campus APs can be configured to be RAPs as well

l

RAPs are meant for remote access that provide secure wired and wireless access

Instant APs
l

There is a 3rd type of AP known as the Instant AP. Same AP models as the Campus AP are loaded with
special code that put them in Instant mode right out of factory

l

Instant APs use ‘controller-less’ architecture and is beyond the scope of this Campus VRD

Figure 9 Types and Modes of AP
Campus AP
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Spectrum
Monitor
RAP
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Modes of Campus AP
AP Mode
l

Select under the RF Radio configuration.

l

Puts the radio into WLAN only mode, serving clients.

l

Set per Radio.

AM/Spectrum Mode
l

Set AP radio to be a dedicated Air Monitor. WLAN is not served when in AM mode.

l

Both radios can be configured as AM.

l

Radio can also be configured as a Spectrum Monitor. Spectrum Monitor scans the entire frequency band as
against scanning only a particular channel. These are FFT scans. That differentiates Spectrum Monitor from
AM.

Hybrid Mode
l

Spectrum Monitoring can be enabled on a radio in AP mode. This puts the radio in Hybrid Mode.

l

Radio continues to serve WLAN, and FFT scans are performed at regular intervals.

l

FFT scans are media aware. Voice calls halt FFT scans.

Recommended Forwarding Modes for Campus
Figure 10 illustrates the tunnel forwarding mode.
Figure 10 Tunnel Forwarding Mode
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Figure 11 illustrates the decrypt tunnel forwarding mode.
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Figure 11 Decrypt Tunnel Forwarding Mode
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The advantage in both these modes is user VLANs do not have to be managed at the edge.
All user VLANs reside on the controller. In the future, when more user VLANs need to be added, they can be
added to the core switch where the mobility controllers uplink is connected. They need not be added to the edge
switch where APs are. These modes offer simplification of network design and flexibility of terminating users.
11ac and Tunnel Mode
The bulk of today's deployments utilize tunnel mode as the de-facto AP forwarding mode where the AP sends the
802.11 traffic back to the controller. In this mode the control and data traffic between the AP and the mobility
controller is encrypted.
Tunnel mode is our preferred mode of operation today. Tunnel mode of operation has historically worked very
well for Aruba customers, as up to now the majority of traffic fits in a ‘normal’ 1500 byte Ethernet frame and no
special handling is required on the wired network to achieve maximum aggregate performance. With the
increased aggregation with 11ac, the underlying network needs to be able to support end to end jumbo frames.
This means the network should support a maximum transmission unit (MTU) size of at least 4500 bytes and
above. Otherwise, the benefits of aggregation efficiency over the air will be lost due to fragmentation. Without
end to end jumbo frames on the wired network, 802.11ac networks take a significant performance hit of up to
30% in certain cases. Now that being said this hit on performance is noted only when the peak performance is
measured in technology demonstrations. For a production network, the day-to-day operations are unaffected
without jumbo frames turned on. In order to achieve high performance it is always recommended to enable
jumbo frames end-to-end
11ac and D-tunnel Mode
It is mandatory to enable ‘control-plane security’ between AP and Controller when using decrypt-tunnel (dtunnel) forwarding mode.
In this mode only the control traffic between the AP and the mobility controller is encrypted. The AP in this case
performs encryption/decryption in addition to being a bridge between the clients and the controller. The mobility
controller still acts as the aggregation point for terminating data traffic. This allows the AP-Client pair to take
full advantage of Aggregated-Media Access Control (MAC) Service Data Unit (A-MSDU) and Aggregated-MAC
Packet Data Unit (A-MPDU) aggregation on the WLAN radio side without requiring the wired network to
transport the jumbo frames due to the AP performing all assembly aggregation and de-aggregation locally. The
payload is then sent to the controller for firewall processing and L2/L3 forwarding.
D-tunnel mode is equivalent to tunnel mode with jumbo frames enabled. This is typically used for technology
demonstrations. It is important to keep in mind that the AP wireless chipset performs crypto for up to 50 clients,
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which is then offloaded to the AP hardware. Beyond 50 clients expect a minor hit on performance due to this
offload process.

Forwarding Mode Differences Comparison
This section compares the tunnel and decrypt tunnel modes.
Tunnel Mode
Tunnel mode requires End to End Jumbo Frame support on a wired switch due to increased aggregation with
11ac.
CPSec is not mandatory.
Decrypt Tunnel Mode
Decrypt tunnel mode allows an AP Client pair to take full advantage of A-MSDU/A-MPDU without requiring the
wired network to transport jumbo frames. AP performs decryption and de-aggregation on itself locally.
CPSec is mandatory, which involves cpsec whitelisting of APs.

Remote Access Points
Remote Access Points or RAPs are purpose built APs for remote access use-case. This section includes the
following topics:
l

Operation on page 32

l

Deployment on page 32

l

Remote Access Point - Forwarding Modes on page 33

Users who work from locations other than the organization’s primary campus, headquarters facility, or large
regional office are called “remote users.” Remote users typically work from home offices, small satellite offices,
medium-sized branch offices, or on the road from hotels, hot spots, or customer locations. Each of these remote
locations has different connectivity, capacity, and usage requirements.
In general, we can categorize the remote deployments as follows:
l

Fixed telecommuter deployment: a remote worker at home with a few devices

l

Micro branch office deployment: a branch office that can be served with a single AP and a few wired ports

l

Small and medium branch office deployment: a branch office with less than 250 devices

l

Large or regional branch office deployments: a branch office with 250 or more devices and with more
complex requirements than a traditional branch office

l

Mobile access: secure access to a single device, such as a laptop, by using a virtual private network (VPN)
client

IT organizations traditionally have served each category using a different remote network architecture.
For example, micro branches used a branch office router to interconnect an IP subnet at the remote site to the
corporate network core, while telecommuters with only a single PC or laptop could be served with a software
VPN client.
Branch office routers may have been acceptable when there were few mobile workers or mobile devices,
however, today’s proliferation of mobile devices and users renders them too costly and complex to be
satisfactory. Aruba remote network solutions blend the simplicity of a centralized network-based VPN with the
flexibility of sophisticated role-based access control to deliver a solution that is economical to deploy and easy
to support.
Remote AP offers a solution for remote corporate users working from home or remote branches. They get access
to the same corporate wireless network they would otherwise connect to, if they were at the main corporate
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office. Remote APs typically serve Fixed Telecommuter deployment: a remote worker at home with few devices.
They also serve Small Branch Office deployment: a branch that can be served with a single AP and few wired
ports.
Aruba offers purpose built RAPs and Campus APs:
l

Campus APs can be provisioned to be Remote APs

l

Purpose built RAPs come with additional wired ports that can be used for wired access

A separate VRD focused on Remote AP deployments is available. The Campus VRD touches upon basic
concepts of RAP.
The RAP VRD should be referred to for in-depth understanding and deployments.

Operation
Below is a summary of how the RAP connects to the Aruba Controller and starts serving WLAN at remote
locations.
Additional scenarios and details are covered under the RAP VRD.
1. A RAP initiates an IPsec connection to the specified fully qualified domain name (FQDN) or public IP
address of the controller in the DMZ over any public network. This connection is analogous to the VPN
connection initiated by a VPN client on a laptop or desktop to a VPN concentrator. However, for a RAP, there
is no single user to be authenticated. Instead, the RAP itself is authenticated on the controller either by using
a pre-provisioned user name and password on the RAP or by using certificates installed on the RAP. After the
RAP is authenticated, the controller assigns an inner IP address to the RAP and an IPsec tunnel is
established.
2. All configurations are centralized and uploaded to the RAP in real time. No remote configuration is required.
After RAP authentication is completed by the controller and the IPsec tunnel has been established, all
communication between the controller and the RAP occurs through this secure channel. This encrypted
tunnel is now used to download and upgrade the image on the RAP and then to push the RAP configuration
from the controller to the RAP. This configuration includes all security settings, firewall roles and policies,
wired port policies, and wireless LAN (WLAN) policies. This process is referred to as “bootstrapping” the
RAP.
3. After the RAP has bootstrapped successfully to a controller, the RAP applies the configuration it has received
to the wired ports and wireless interfaces. Users and devices can now connect to the wired ports and
wireless SSIDs configured on the RAP during the bootstrap process. The wired ports and RAPs can be
configured to provide role-based access Control

Deployment
In reference to the RAP deployment in Figure 12, RAP creates an IPsec tunnel to the controller in the DMZ.
Controller maintains a whitelist-db of RAPs allowed to connect to it.
The standard forwarding modes apply to RAP as well. Bridge, Split-tunnel, and Tunnel are the most common.
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Figure 12 Remote Access Deployment
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Remote Access Point - Forwarding Modes
This section includes the following topics:
l

Tunnel Mode on page 33

l

Split-Tunnel Mode on page 33

l

Bridge Mode on page 34

Tunnel Mode
In tunnel mode, all traffic is tunneled back to the corporate network. There is wireless encryption on the client
and controller; wired encryption on the RAP and controller. There is no access to local traffic (for example, a
printer, home desktop, and so on). This is no access from a split-user (except routed via corporate).
Figure 13 RAP Tunnel Mode
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Split-Tunnel Mode
Split tunnel mode is mostly used on RAPs. Tunnels certain traffic back to the controller via the IPsec tunnel
(defined in user-roles). Remote AP (RAP) is the prime use case for this mode. Campus AP deployment will not
use this mode on APs within campus.
Split tunnel mode allows non-corporate traffic to be bridged out locally to the Internet, saving bandwidth on
tunnel between the RAP and controller that is transporting corporate traffic.
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In split-tunnel mode, there is wireless (L2) encryption and decryption on the client and RAP.
Corporate traffic only gets tunneled to the controller in DMZ and corporate networks. GRE is encapsulated to
preserve VLAN tags. The tunnel is trusted and shared by all Virtual Access Point (VAP) and wired-ports in splittunnel forwarding mode. Encryption uses IPsec (RAP and controller).
Other traffic is locally routed. Local traffic source NATed (to enet0 address) and forwarded on wired interface
(uplink and downlink ports) according to user role and session access control list (ACL).
Figure 14 RAP Split Tunnel Mode
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Bridge Mode
Bridge mode is mainly used on RAPs and IAPs. In bridge mode, there is no access to corporate traffic. There is a
user traffic bridge to the local network on the AP uplink. Traffic is not sent to the controller.
User VLANs have to exist on the edge of the network. Authenticated traffic is tunneled to the controller. CPSec
is required. DHCP, Network Address Translation (NAT), and Port Address Translation (PAT) are provided by
RAP or an external router.
Use bridge so that non-corporate devices, like printers or family owned devices, go out to the Internet directly
via RAP uplink (similar to a home wireless router operation).
This mode is not recommended on Campus AP deployments, since fewer features are supported in Bridge Mode.
Figure 15 RAP Bridge Mode
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Control Plane Security
The Control Plane Security (CPSec) feature has two main goals:
1. Secure the control channel (PAPI) between Aruba Mobility Controllers and their attached APs.
2. Allow only authorized APs to connect to controllers and join the Aruba WLAN network.
The above goals are achieved in the following manner:
l

The control traffic (PAPI) is secured by a certificate based IPSEC tunnel in transport mode.

l

A CPSec whitelist database holds the list of APs authorized to connect to the Aruba controllers and join the
WLAN network.

Since Control Plane Security (CPSec) is enabled by default, upon boot up, the master controller certifies its local
controllers using its generated factory certificate. In turn, local controllers certify their APs (sign their factory
default certificates).
Once the APs are authorized through the CPSec whitelist (in ‘certified-factory-cert’ state), they initiate secure
PAPI (UDP 8209 inside ipsec) communication with the controller, sync their firmware, and download their
configuration.
Only PAPI communication is encrypted, while GRE tunnels remain in the clear (their Wi-Fi data would be encrypted in
tunnel mode if the service set identifier (SSID) opmode is not ‘Open’).
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This section includes the following topics:
l

Boot Process with CPSec on page 36

l

CPSec Tunnels on page 37

l

CPSec Cluster Root for Multiple Masters on page 38

Boot Process with CPSec
Figure 16 illustrates the steps in the campus AP boot process with CPSec.
Figure 16 Campus AP Boot Process with CPSec

The process includes the following steps:
1. The AP sends a DHCP Request.
2. The AP receives an IP address in the DHCP Response.
3. The AP determines the master controller IP address; this can be either a static or dynamic process. See
Centralized WLAN Basic Concepts on page 25 and Centralized WLAN Basic Concepts on page 25.
4. The AP establishes an IPsec tunnel with the controller.
5. The AP exchanges PAPI (UDP 8209) over the IPsec tunnel with the controller.
6. If required, the AP downloads firmware from the discovered AP master in case of a version mismatch.
7. The AP receives the configuration from the controller
8. The AP creates the GRE tunnel through which the user traffic flows.
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CPSec Tunnels
Figure 17 illustrates the AP tunnels setup with CPSec.
Figure 17 AP Tunnels Setup with CPSec

The tunnels setup process includes the following steps:
1. The AP sets up the IPsec tunnel with the controller.
2. The PAPI Control Traffic flows inside IPsec.
3. The GRE tunnels are set up in the clear.
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CPSec Cluster Root for Multiple Masters
Keeping the CPSec certificate trust hierarchy in mind, it is important in multi-master deployments to group
independent master controllers in a CPSec cluster with one master acting as the CPSec cluster root as
illustrated in Figure 18. The advantages are the following:
l

Independent masters’ CPSec whitelists remain in synchronization.

l

The CPSec cluster root acts as the certificate trust anchor for all controllers and APs.

l

All other masters are certified by that CPSec cluster root self-signed certificate.

l

APs could move from one master controller domain to another without re-certification.

We highly recommend that the CPSec cluster root have a backup master controller to safeguard the trust anchor
certificate and keys in case of failure of the trust anchor.

Figure 18 CPSec Cluster Root for Multiple Masters

Configuration Profiles and AP Groups
This section includes the following topics:
l

Configuration Profiles on page 38

l

AP Group on page 39

Configuration Profiles
Configuration profiles allow different aspects of the Aruba WLAN to be grouped into different configuration sets.
Each profile is essentially a partial configuration. SSID profiles, radio profiles, and AAA profiles are just some of
the available choices.
For more information about these profiles, refer to ArubaOS 6.x User Guide.
Figure 19 illustrates an overview of the profile structure and high-level overview of an AP group.
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Figure 19 Profile Structure of AP Group

AP Group
An AP group is a unique combination of configuration profiles. In general, all profiles can be assigned to an AP
group to create a complete configuration. This flexibility in configuration allows arbitrary groupings of APs such
as “All Headquarter APs”, “All Lobby APs”, or “All AMs”, with different configurations for each. Configuration
profiles provide flexibility and convenience to wireless network managers who create AP groups.
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Chapter A
Symbols

The following table lists the symbols used in the figures in this document.
Table 1: Symbols
Description

Symbol

Wireless Controller

Access Point

Layer 2 Switch

Layer 3 Switch
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Table 1: Symbols
Description

Symbol

Router

Servers/PBX

Wired Client - Desktop Computer
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Table 1: Symbols
Description

Symbol

Wireless Client - Laptop

Wireless Client - Smart Phone
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Chapter B
Acronyms

The following table describes the acronyms used in this guide.
Table 2: Acronyms
Acronym

Definition

AAA

Authentication, Authorization, and Accounting

ACK

Acknowledgment

ACL

Access Control List

ACR

Advanced Cryptography

AD

Active Directory

ADP

Aruba Discovery Protocol

AES

Advanced Encryption Standard

ALE

Analytics and Location Engine

ALG

Application-Level Gateway

AM

Air Monitor

A-MPDU

Aggregated-Media Access Control (MAC) Packet Data Unit

A-MSDU

Aggregated-MAC Service Data Unit

AP

Access Point

ARM

Adaptive Radio Management

ARP

Address Resolution Protocol

AWO

All Wireless Office

BCMC

Broadcast and Multicast

BPDU

Bridge Protocol Data Unit

BSS

Basic Service Set

BSSID

Basic Service Set Identifier

BTM

BSS Transition Management

BW

Bandwidth

BYOD

Bring Your Own Device

CAP

Campus Access Point
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Table 2: Acronyms
Acronym

Definition

CN

Common Name

CNA

Captive Network Assistant

CoA

Change of Authorization

CP

Captive Portal

CPPM

ClearPass Policy Manager

CPSec

Control Plane Security

CPU

Central Processing Unit

CRL

Certificate Revocation List

DAD

Duplicate Address Detection

DFS

Dynamic Frequency Selection

DHCP

Dynamic Host Configuration Protocol

DLNA

Digital Living Network Alliance

DMO

Dynamic Multicast Optimization

DMZ

Demilitarized Zone

DNS

Domain Name System

DRM

Digital Rights Management

DST-NAT

Destination Network Address Translation

D-Tunnel

Decrypt-Tunnel

EAP

Extensible Authentication Protocol

EAPoL

Extensible Authentication Protocol over LAN

ECDSA

Elliptic Curve Digital Signature Algorithm

EIRP

Effective Isotropic Radiated Power

ESS

Extended Service Set

EVDO

Evolution Data Optimized

FFT

Fast Fourier Transform

FQDN

Fully Qualified Domain Name

FQLN

Fully Qualified Location Name

FT

Fast Transition
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Table 2: Acronyms
Acronym

Definition

FTP

File Transfer Protocol

GARP

Gratuitous ARP

GMK

Group Master Key

GRE

Generic Routing Encapsulation

HA

High Availability

HD

High Density

IAP

Instant Access Point

ICCID

Integrated Circuit Card Identifier

IDS

Intrusion Detection System

IE

Information Element

IGMP

Internet Group Management Protocol

IKE

Internet Key Exchange

IMEI

International Mobile Equipment Identity

IP

Internet Protocol

IPS

Intrusion Prevention System

IPsec

Internet Protocol Security

LACP

Link Aggregation Control Protocol

LAN

Local Area Network

LDAP

Lightweight Directory Access Protocol

LIC-AP

Access Point License

LLDP

Link Layer Discovery Protocol

LMS

Local Management Switch

LPV

Large Public Venue

MAC

Media Access Control

MC

Master Controller

MDIE

Mobility Domain Information Element

MDNS

Multicast Domain Name System

MIC

Message Integrity Check
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Table 2: Acronyms
Acronym

Definition

MPLS

Multiprotocol Label Switching

MRO

Multicast Rate Optimization

MSCHAPv2

Microsoft Challenge Handshake Authentication Protocol version 2

MSDU

MAC Service Data Unit

MSK

Master Session Key

MTU

Maximum Transmission Unit

MU-MIMO

Multi-User Multiple Input, Multiple Output

NAC

Network Access Control

NAS

Network Address Server

NAT

Network Address Translation

NTLM

NT LAN Manager

OCSP

Online Certificate Status Protocol

OKC

Opportunistic Key Caching

OOS

Out-of-Service

OUI

Organizationally Unique Identifier

PAPI

Proprietary Access Protocol Interface

PAT

Port Address Translation

PCAP

Packet Capture

PEAP

Protected Extensible Authentication Protocol

PEFNG

Policy Enforcement Firewall Next Generation

PEFV

Policy Enforcement Firewall Virtual Private Network

PoE

Power over Ethernet

PMK

Pairwise Master Key

PMKID

Pairwise Master Key Identification

PPP

Point-to-Point Protocol

PRF

Pseudo-Random Function

PSK

Pre-shared Key

PTK

Pairwise Transient Key
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Table 2: Acronyms
Acronym

Definition

QoS

Quality of Service

RA

Router Advertisement

RADIUS

Remote Authentication Dial-In User Service

RAP

Remote Access Point

RF

Radio Frequency

RFP

RFProtect

RRM IE

Radio Resource Management Information Element

RS

Router Solicitation

RSN

Robust Security Network

RSSI

Received Signal Strength Indication

RTSP

Real Time Streaming Protocol

SCCP

Skinny Client Control Protocol

SDR

Server Derived Rule

SIP

Session Initiation Protocol

SLAAC

Stateless Address Auto Configuration

SM

Spectrum Monitor

SMS

Simple Messaging Service

SNR

Signal to Noise Ratio

SSDP

Simple Service Discovery Protocol

SSH

Secure Shell

SSID

Service Set Identifier

SSL

Secure Sockets Layer

SSO

Single Sign-On

STA

Station

SVP

SpectraLink Voice Priority

TFTP

Trivial File Transfer Protocol

TLS

Transport Layer Security

TSM

Traffic Stream Measurement
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Table 2: Acronyms
Acronym

Definition

TU

Time Unit

TX

Transmission

UDID

Unique Device Identifier for an iOS Device

UDP

User Datagram Protocol

UDR

User Derived Rule

UPnP

Universal Plug and Play

VAP

Virtual Access Point

VBR

Virtual Beacon Report

VHD

Very High Density

VIA

Virtual Intranet Access

VIP

Virtual IP

VLAN

Virtual Local Area Network

VPN

Virtual Private Network

VRD

Validated Reference Design

VRIP

Virtual IP Address

VRRP

Virtual Router Redundancy Protocol

VSA

Vendor Specific Attributes

WebCC

Web Content Classification

WEP

Wired Equivalent Privacy

WIDS

Wireless Intrusion Detection System

WLAN

Wireless Local Area Network

WMS

WLAN Management System

WPA

Wi-Fi Protected Access

xSec

Extreme Security
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